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BIOHOIKA

HAektpoviko MepLodiko

To Neplodiko "BIOHOIKA"

To Ilepodwcd "BIOHOIKA" amotelel niektpovikny éxdoon s EBvikng
Emitponng BionOwrg & Teyvonbumg oe cvvepyosia pe to Ivotitovto ITIAnpopopikng
kot Tniemkowovidov tov EKEDE «Anudkpitogy. Ta Ogpoticd tov evolopépovta
KOADTTOUV OA0 TO QPAcua TG oVYyxpovng Pronbume kot teyvondumc. o tov Adyo
avTtd, KaAoOUE Ol LOVO KABEP®UEVOLS OAAG KUPIMG VEOLS EMIGTILOVEG VO GTEIAOVY
TIG GLUPOAEG TOLG.

Yxomog tov Ileplodukol givar 1 evUEPOON KoLl 1) AVTOAAAYY| ATOYEMV KoL
YVOGEMV UETOED TV eMOTNUOVOV OA®V TV KAAOWV pe laitepo Bewpntikd 1
TPOKTIKO eVOlAPEPOV Yoo Bépata Tov apopovy ot Bronbikny aAld kot ta nOwkd
nmuata g teyvoroylag. ' v emitevén avtod Tov okomol, cto Ileprodikd
ONUOGLEVOVTAL, OTNV EAANVIK 1] OTIG KUPLEG EVPOTUIKEG YADOGES, €PYAGIES TOL
arotehovv ApBpa Xvvtaéng, [Ipotdtuneg Epyaocieg kot Avackomnoels.

Ot ITpwtétuneg Epyaciec ko o Avackomoetlg dwfipaloviar avovopa og
OLEMGTNILOVIKT] OpAda KPLTdv, ot ooiot Tig aglohoyobv. Movo dceg epyacieg AdPouvv
OPIOTIKY £YKPLON OO TOLG KPLTEG dnpoctevovtal oto [Teplodikd. Emonpaivetat 6t ot
amoyeLg ota Kelpeva eKepalovv Pdvo Toug GUYYPOQEIC.

Avodvtikég minpoopieg v to Ieprodwkd "BIOH®IKA" Oa Bpeite oty
otooelida tov Efvicov Kévrpov Tekunpinong (ITIEPIOAIKO Bioethica).




BIOHOIKA
YentéuPplog 2025 e Topog 11 o Teuyog 2

NEPIEXOMENA

APOPO ZUVTOENG. eeeereennnneierreeerennsnseeearereernnsssseesesseeessnnsssssssssssssnsssssssssssssssnnnssssssssssssnnnnns 1
AvooToxaopol yla Tig TexvonBLkeG Kal BLonBKEG OTACELG 0TNV EAAASOL....cc.evveeeveeeerennee. 2

Xapalaumog Togkepng, Kwvatavtivog Kapmouing, ZtavpolAa Towopepa, Takng BloAaAng

MIPWTOTUTIEG EPYOIOLEG. . ceeieereeunecerreeieeraannneeeeeeereennnssseessseeesnnsssssesseesssnnsssssnssssesesnnnnnnnnns 7

O kivbuvol kol oL amel\ég Tou KuPBepvoeykAnpatog amo eykAnpato body hacking oto
TIAQUOLO TNC ZUUPACNC TNG BOUSOTIEGTNG veveeeereeeeeireeeeeeteeeeeeteeeeeeteeeeeereeeeeeareeeeeeanreeeeenrees 9

Ahmet Sami Demirezici

IXETIKA HE TNV aUENon Tou KOOTOUC TNG KTNVLATPLKAG TEPIBaAPNG Kol TIC VOLLKEG Kol
NOWKEC EMUMTWOELS YLOL TNV EUNUEPLA TWV KOTOLKISLWV TWWV .vvveeenrireeeiee et 28

Anna Cvetkovic

AVOLOKOTUOELG «..ereeeeernnnnseesseeeeernnsssssesssessssnnnsssssssssseessnnssssssssssesssnnssssssssssssssnnnnsssssssnanes 40
TN kat Anpokportio: NMpoPAnUATIONOL, CeVAPLA KoL NOIKA SINAUUOTA ....vveeeveeereeeeereneee 42
Awatepivn Zaumoblavakn

AvAlkol og KAWIKEC SOKLUEG: £€looppomnon TNG NOLKAC, TwV SIKAWHATWY KAl TNG
LOTPLKAG KOLLVOTOMLOIG. tveeuvveeeureeesereeetreesuseesseeessseessseeasaeessesesssesssesssesessessnsesessssesssessssenans 58

Irene Coronato

Opla petafd sbwv kat avBpwrmva Sikawwpata: NOUIKEG Kot NOLKEG okEPELS vl TV
EEVOUETAUOONEUGT ..veveeteeuteeteettesteeseestesteetesteeseesesssessastesssessesssessestesssensesssensesssensestessaensens 76

Sara Baldussu

METOUOOXEVOELG UATPAC — ZKEPELS OXETIKA HE TO VOULKO TMAQiCLO, TNV mMpooPfacn Twv
TPAVOEEOUOA YUVOLKWY KOL TOL NOLKOL INTALOTO  veeeeereeereeeenreeeereeeerreeereeeesreeenreeenseeesnneeennes 94

Dianelys Ire Santos Pinero



BIOETHICA

September 2025 o Volume 11 e Issue 2

CONTENTS

[0 13 o - 1
Reflections on technoethical and bioethical attitudes in Greece .........ccccccevvvvvviiiininnninnnn... 2

Charalampos Tsekeris, Konstantinos Karpouzis, Stavroula Tsinorema, Takis Vidalis

Lo LT =] =1 I\ g 1 ol L= 7

The cybercriminal risks and threats of body-hacking crimes under the legal framework of
21U Lo oo 1oIy a @e T 0 1Y/ =T 0 1 4 o] o PSPPSR 8

Ahmet Sami Demirezici

On the risisng costs of veterinary care and the legal and ethical implications for pet
L a1 0 e LRV =T SRR 27

Anna Cvetkovic

REVIBWS ccuuiiiiiieiiiiiiiiiiiresi ittt rrees st re e et rsaess s s s sness s s rsnessssrsnessssnenessssnenassssnenanes 40
Al and Democracy: Concerns, scenarios and ethical dilemmas...........ccccceeeeieiieciencennee. 41
Aikaterini Sampathianaki
Minors in clinical trials: balancing ethics, rights and medical innovation..........c..ccc......... 57
Irene Coronato

Cross-Species Boundaries and Human Rights: Legal and Ethical Reflections on
) (T aTol - [a 1 o] Y a1 -] 4 o] o VO URRR 74

Sara Baldussu

Uterine Transplants — Considerations of Legal Frameworks, Access for Transgender
Women, and Ethical CoNSIAerations ..........eeeeiieii s 93

Dianelys Ire Santos Pinero



BIOHOIKA

HAektpoviko Meprlodiko

EAMNVIKR ANUOKOOTICK
Eevikn Emrpormn
Bioneikns & Texvoneikns

ApBpo Zuvtagng - Editorial




ApBpo Zuvtaénc
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Reflections on technoethical and bioethical attitudes in Greece

Charalampos Tsekeris, Konstantinos Karpouzis, Stavroula Tsinorema,
Takis Vidalis

Hellenic National Commission for Bioethics and Technoethics, Athens, Greece.

Keywords: bioethics, technoethics, artificial intelligence, digital literacy, fact-checking, euthanasia,
surrogate mother, embryo selection.
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Me 1 devépyslo TG TPAOTNG TOVEALAOIKNG
EUmEPIKNG  épevvag o Bépata  mov TNV
amoacyorovv, N E6vu Emirponn Bionbwng kot
Teyvonbwnc (EEBT) eykovidlel por mpokTikn
mov 0Oo  omoteAéoel TOAVTWO odNyd oTNV
enelepyacia tov 'voudv kou Xvotdoedv . Ta

EUPNUOTO. OO TNV TPAOTN  HOG  EPELVA
OMOTUTAOVOVYV  TIG  TPEYOVCEC  OTAGES TNV
eEMMVIKNG  Kowveviog Kot glval  0oQOAMDG

evowpépovta. 'a mv Emutponn etvon axoun mio
ONUOVTIKO TO OTL HE TNV TPMOTOPOVAIN VTN
ténKkav oto evpy Kowd TPoPANUOTICUOL TTOV
ocLVMBOG amacyoAoHV Evav TEPLOPICUEVO KUKAO
ewkav. Qotdéco, N Ndkn odotaon TOV VE®V
TEXVOAOYLOV €lvol avaykn vo pog evoicOnromotel
Olovc. Xto mvedpa avtd, oKoAovBolVv KAmOolEg
OKEYELS Yl TNV OMOTIUNGT TOV OTOTEAEGUAT®V
™G £peuvag.

TeyvonOuc

Ot omavtioelg mov  meplAapfdvovtol otV
épeuva.  KOL  QQOPOVV  GTOV  OVIIKTUTO  T®V
TEYVOLOYIDV TOV OSLOIKTVOV KaTé T EMOUEVO
xPOVIOL AVOdEIKVOOLV TN SLYOTOUNGT TOV TOATOV
GYETIKA LLE TOV POLO TOVS 6TO HEAAOV: Thve amo 4
otoug 10 ambvimoav ot «Ba Exel yewpotepiyel
ToV KOGHO», oxeddv 3 otovg 10 xpdtnoav
0VO&TEPN oTAON, Aéyovtag OtL dev Ba €xel ote
Bedktuidoel 00TE YEPOTEPEYEL TNV KATAGTOOT), LE
70 VTOAOUTO TO0G0GTO Vo Bempel OTL TO S10diKTLO
«Ba &yl Pedtuvoel Tov kéopon. To gvpnua avtd
delyvel Tog, evd avayvopilovior ot dvvatdTNTEG
TOV JOIKTVOV, 1 TAEOVOTNTA TEIVEL VO PAETEL TIG
apVMTIKEG  ovvémeleg ¢ mOavotepeg Ko
woyvpoTEPES amd Tig Beticég ypnoelg tov. To 1610
OTOTLUTTMVETOL KOl OVOPOPIKd pe to {fTnuo g
a&lomotiog: 6To EPAOTNUN OV TPEMEL VO VITAPYEL
Beopobetnuévog €heyyoc G EYKLPOTNTOS TOV
ninpopopidv  (fact-checking), oxeddov  40%
amAvVTINoE apPVNTIKA, POPOLLEVO TN AOoYOoKpLGia, [E
TOvVE omd TOLG HGOVG TAVTMG vo. avayvaopilovv
™V  TOPATANPOPOPNOT  ®©C £VO  CNUAVTIKO
TpOPANUe Tov yperdleTol AVTILETOMION. AVTO
dglyvel 011 N Kowawvio avayvopilel Tov kivovvo
MG TOPOTANPOPOPNONG, OAAGL  TOWTOYPOVA
amoppinTel AVGELG TOV UTopEl va TeEpLopicovy TNV
glevBepia Tov AOyovL.
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Xe 0,1 apopl OTIC OTACE OamEVAVIL OGTNV
texvnty vonuoovvn (TN), ot amavtioelg detyvovv
ottt oyedov 80% extipodv O6TL Ba vTovouevoEL TIG
avOpomveg oyéoelg puéxpt to 2040, pe Aryodtepo
a6 1 otoug 10 va mpocsdokd Pertioon oe avtdv
TovV Topéd. AVTIoTOlr(0, OTO EPOTNUO Yo TN
onuokpartie, mepocdtepor and 6 otovg 10
motevovv 6ttt 1 TN Bo v vmovouevoel, evd
Mydtepot amd 1 otovg 10 motehovv 0TL pmopel va
Vv evioyvoel. Avtd To otoreion £govv Eupecn
oxéomn Kot e TV eKmaidgvon yopw omd TN ypron
Kol AEltovpyiot  TETOWOV  TEYVOAOYIDV, KoODG
aVOOEIKVOOLY TNV avAyKn Yo TNV KOAAEPYELR
OeEl0TTOV  YNOOKOL  YPOUUOTIGUOV, KPITIKNG
oKEYMNG Kol cuvewdntTomoinong tov nikov Kot
KOW®VIK®OV S0GTAGEMV TNG TEYVOAOYING, MGTE OL
TOAMTEG VO UTOPOVV VO GUUUETEYOLV EVEPYE Kol
vrevBuva oe o kowvovia mov Ba Asrtovpyel pe
™ puecordfnon cvomudtwv TN.

Ocov agopd oto TeYvondikd SIMUULOTO GTOV
TPOCOTIKO 1M TOV EMAYYEAUATIKO YDPO, OLTA
YIVOVTOL T GUYKEKPLUEVA LEGH OO GEVAPLL TOV
aQOPOvV GTNV OIKIOKY PPOVTION Kol TNV €pyacia.
2g €pAOTNOTN Yol TO av €va pOUTOT pe eEeAynévn
TN 6o pmopovce va @povtilel nAKiopévoug M
acBevelg o010 omity, M amdvinon NTAV OPKETA
capne, oeov 10 73% PAémer apvnrikd NV
TPOOTTIKY €VOG TETOWOL Gevapiov, deiyvovtog OtL
0l TTOMTEG amoppinTOLY TNV WEN 1| PPOVTIOW, TOL
Bewpeitor  kKateoynv avBpomivn gpyacia, va
avatedel og unyovéc. Avtioctorya, To EpMOTNUO Yol
10 av n TN Ba pmopovcoe va Asrtovpyel ympig
avOpomvn  emmpnon  elxe  €loov  caen
anavinon: tave ard 8§ otovg 10 (86%) tdyOniav
katd, pe 71% va onidvouvv amodivta PEPatot yia
™ 0éom tovg. Moévo 10 13% eppaviotnre Betikd

OTNV TPOOTMTIKN OVTH, HE TO ELPNUO VO
VTOONADVEL TG Ol TOoAMteg Bewpovv TV
avOpomvn  emifreyn amopaitntn, Wiwg oe

epyaotakd mepiPdidlovia émov ta Aabn pmopei va
€XOVV ONUOVTIKES GUVETELEG,.

2UVOMKE, eV O OVCLACTIKOG OVTIKTLUTTOG Od
v TN omv kabnuepvoétnta Kot v epyacio pog
etvar podAov vopic va arotyunbei, ite mpdketton
Yo To OQEAN, €lte yo TG TWOAVES apVNTIKEG
EMNTMOOELS, TO OMOTEAEGUOTO TNG  EPELVOG
KOTOOEIKVOOVV TO €VOLOPEPOV KOl TNV £€VTOVT
avnovyio. TtV moMt®V, mOAVOS Kot  Ady®

TEPLOPICUEVIG N EmPavElaKkNG xpnong s. Ot

X. Togkepng et al. / BionGika 11(2) SentéuBpioc 2025



Editorial

npdopateg  TPMTOPOLAMEG Yyl TO  TIAOTIKO
Tpoypapupe  xpnong  Meydhov  hAooowkodv
Movtéhwv (LLMs) omd ekmoudevtikoug Kot
pantég avapéveror va ovadeifouv Tig BeTikég
TPOOTTIKEG, Ot HOVO  OTO  EKTMOOEVTIKO
TePPAALOV AALAL Kot 6TV EpELVNTIKY Stodikacia,
toviCovtag mapdAAnia 1o wog 1 TN pmopel va
mepopioel T O1dbeon yw Kkpitiky okéym, va
EVIOYVOEL TOMTICUIKA 1 EUOUVAN GTEPEOTLTTOL KL
VO LEIDGEL TOV YMPO Yo ONUIOLPYIKY EKQPOoT,
oV EMTPEYOVLE VO, VTTOKATOGTIGEL TOV avOp®OTIVO
napdyovta. Kémoww omd ta mbavd ocevapla
oyxetikd pe ™ ypnon TN o10 exkmadevTikd
TePPAALOV TEPLYPAPOVTAL TNV TPOCOATY YVOUN
kot éxBeon g EEBT kot e&nyovv 10 midg
pmopodv  va  eEeMyBovv  Betikd 1 apvnTiKd,
avéioyo pe 10 OGS Oa  aflomowmcovpe T
gpyareia, moleg amd TG epyacieg Ko evBHveg Oa
TOUG EKYOPNOOLUE, OAAGL kot  Tov  Pabud
emiPreyng amd Tovg EKTAdEVTIKOVS, TOVG LAONTES
1M TOVG YOVElG.

Xe KGOe mepintmon, kKadd eivar vo Qupodpocte
g M EAkewyn  ovykekpyévov  Betikov M
OPVNTIKOV TPOGTLOL TTOV VO, GUVOJSEVEL € aPYNG
mv TN og kopd mepintwon dev onuaiver OtL
elvar ovdétepn. H teyvoroyia, 6mmwg to Bétel 0 M.
Kranzberg, dev givar pior «oavTikKellevikn duvoun -
SlopopemveTol amd Tovg avOpOTOVS TOL TNV
oyed01dovv, TV dnovpyovHv Kot TV epapuodlovv
HéCO  GE  OLYKEKPIUEVO,  LOTOPIKOKOIVMVIKA
copepaloueva. Etvan évog GYECLOKOG
«oBpépne» (S. Vallor) yw vo kowtd&ovpe
KaAVTEPO TIC Oég pag, avOpomiveg ndikég ko
NOWKOKOWOVIKEG EVOAMTOTNTES KOl TPOKANGELS,
kabdg kot TG véeg popeoroyieg efovoiog (L.
Floridi).

[Tépo amd v avayvmon Tov eupnuitev g
€pevvog ue po TPOGEYYIoN
awctodo&iag/omaiclodoliog, — ovadelvieTaL U
coQY] TPOMO U0  ONUOKPOTIKY) EVIOAN Yl
avOpOTOKEVTPIKY] A0Y0d00in e OVOAOYIKOTNTA!
ol moAiteg avayvopiloov ™ qua g
TAPOTANPOPOPNONG, OALL POPoVVIOL AVGELS TOL
amelAovV 1} vTovoueHovV TV eAgvbepia Tov AdyoL
(onuovTkd TOGOGTO amoppintel T0
Beopobetnuévo fact-checking), evd PAEmovv v
TN ¢ aneiAn yio TG SOTPOCOTIKES GYECELG KoL
™ onuoxkpatic (M wAswoyneioa  wpoPAémet
VIOVOUEVOT) Kot 6T0 000), {NTOVTIS TOVTOXPOVA
adlmPayHateLT  ovOpomvy  emifAeyn Ko

Ch. Tsekeris et al. / Bioethica 11(2) September 2025

Apdpo Suvraéne

OmOpPPITTOVTIOG  UNYOVIKY] VTOKOTAGTACT GTN
epovtido (apvnTikéG OTOCELS Y10  POUTOTIKN
OIKIOKT  @POVTIdn, TOAD VYNAN omoitnorn yio
avOpamIvn EmTHPNON).

Ta evpnuata ovtd O0ev mPoteivouLy “AgLKEG
emToyéS” OTNV  KOWOTOUio, OVUTE YEVIKELUET
amaydpevon, oAAd Oeopols, Oadikacieg Ko
NOwég oyedotikég emroyég (ethics by design)
mov pewwvovv v mbovotnta  PAafepodv M
eM{NUOV  GULVETEW®V,  EVOLVOUDVOLV TNV
TPOKTIKNY Kpion Tev ypnotdv kot dacpaiilovv
™ dvvaToTNTA AVTippNoNG kot enavopbwonc. Me
dAAa Aoya, M olamiotmon OtL M TEYVOAOYin Oev
elvar  ovoétepn  (Kranzberg) yivetor Oetikm|
OE0LEVOT] YO GULUUETOYIKO  GLV-GYESOGUO,
dlpdveln Kot KUKMKN 0EOAGYNON EMMTOGE®V
HE TN QOVN  EKTMOLOELTIKMV, YOVE®MV KOl
epyalopéveV 6TO EMIKEVTPO.

Bron0wn

To Oevtepo pépog Mg épevvog  avédelte
OTAGELS TOV KOWOU Yyl optopéva (nTinata mov
amacyoAoOV amd kopd TN Prondikn Ko Eyovv
TPOKOAEGEL €VIOVEG OrOyvopies HETOEL TOV
ewkov. To muota ovtd  aEopoLV  OTIG
aroeacelg mept (M yw) to téhog g Long (0nmg
™ dwkomn TG TEYVNTNG VIOSTNPIENS LOTIKAOV
Aewtovpywwv, M v “evbavacia”) kot TNV
vrofonfovpevn avamapaywyn (6mmg mopévOetn
puntpdTa, emAoyn euppovov).

AVOQOpIKa [E TIC TPAOTEG, 1 TAELOVOTNTO TOV
aravioeov (61%) Ba nbeke ov mpoyevéotepeg
oonyleg ko ot owdnkeg Cwng (mwov umopel va
nepAaUPlvouy ouTAUOTO  «moBNTIKNGY M
KEVEPYNTIKNG» evbavaciog n apvnong
Bepamevtikng mapépPacnc) va tvor deoUeEVTIKEG
Yoo Tovg OepAmTOVTES 10TPOVS KOl TOVG OIKEIOVG
acBevav mov dev gival og Béomn va eKkppacovV
BovAnon Ttovc. ATOYPADGES OTIS OTOVTNOELG
VIAPYOVV, OAAGL Ol TEPIGGOTEPES OEYOVTIOL T
OEGUEVTIKOTNTO OV TN VO VAL ATTOAVTY).

Q¢ TPOG TIC GLYKEKPIUEVES EMAOYEC Yol TO
téA0Gg NG Cong, éva mocootd 60% déxetar tnv
SLKOTY| TNG TEYVNTNG LITOSTNPENS TS CmNg OTO
dev vdpyel TOavOTNTO OVAPPMONS TOL 0cHEVODG
(«mabnTicry evbavacia). Evivnocialer n Oetikn
otdon Yoo TV «evepynTikn» gvbovocio evog
10600100 43%, M omoio. GLUTANPOVETOL e Eval
28% mov {Ntd ko1 TN OOUPOVN YVOUN TOV

X. Togkepng et al. / BionGika 11(2) SentéuBpioc 2025



Editorial

oLYYEVAOV TOL a0Bevols, TEPA amd TN OIKN TOL
amogocn. Mévo 3 otovg 10 dapwvodv pe v
eMAOYN avTY| (N gV Exovv dmoym).

Me Baon avtd to evprjuato, To EAAVIKO Koo
Ogiyver va un ovppepiferor 1t otdon g
onuepwng vopobeciog mov  gite  mopopEvel
EMPVAOKTIKY  (Tpoyevéotepeg oomyieg), &ite
amoyopeVEl  TIG EMAOYEC  «maNTIKAG» Kot
«evepyntikney  evbovaciog. Ov  amavinoelg
dglyvouv o GoeN TPOTIUNGCT GTNV TPOCMOIIKY|
avtovopioe Tov acbevolg, axoun kot o€ TOGO
Kpioweg NOKd TeptoTAGELS.

Q¢ mpog ta {nmuoata g vroPfonboduevig
avVaToPOy®YNG, waitepo EVOLAPEPOV
TAPOVGLALOVY Ol OMOVINGELS Yol TNV TOPEVOETN
unTpoTTa. XYEd0V 0 £VOG GTOVG TPELS OO OGOVG
epomOnkav Bewpel 611 M TaPEvOETN KLOPOPOC
TPENEL VO, £YEL TO SIKAULOUO VO KPATHOEL TO TToudi,
Tapd TN cvpeovia pe To Levydpt Tov 1o embuel,
avtifeta pe v onuepwvny mpoPAeyn tov vOpov.
Elvar mBovov n amdvinon avt va a&toroyet v
eumepio g KvoPopiag w¢ TOc0 kaboploTikn yio
v Yuxoouvleon 1Tng mopévletng KLOPOPOUL,
MOOTE VO U1 SIKAOAOYEITOL TAVIOTE 1) THPNOTN TNG
ocoppwviog pe to  Cevyapl. ‘Eva  onpavtikd
10600710 eEGAAOV (45%) BAémer TV TapévOetn wg
epyolopevn mov mpémetl vo apeifetar kot Oyt va
apkeitoal oe o amolnuioon ywo T cLUPOAN TG
omv tekvomoua. H otdon avty delyver Ot 1
npdOeom Tov vopov va Kabiepmoet T péhodo ot
Baon g arAnieyydne, dev meiber Wwitepa to
Kowd. Avtd, pdiota, okOUNn Kol ov 0 VOUHOG
Oéxeton  amolnuimon  yw ™ «Proroyn
katamovnony. H ouvOniikn avtr, mpdypott, degv
Sweépel amd TV Katamdvnorn (CoOUATIK 1|
TVELUATIKY)) 7OV  VOIOTATOL  OTOLOCONTOTE
epyalouevog Kot amoterel Tov AOYo NG CpOPNC
TOV.

Q¢ mpog TV emAOYN EUPPVOV GTO TAAIGLO TNG
eEMOMUATIKNG Yovipomoinong, TéA0C, TO KOWO
eatvetor va vioBetel TIg YeVIKOTEPO OMOOEKTEG
afloroynoelg ¢ NG kot tov  OKaiov,
amoppintovrag pe peyddn mistoynoio (72%) eite
mv  emioyn  @OAov, elte TV €mAoyn
CLYKEKPIUEVOV  eEMTEPIKOV  YOPUKTNPLIOTIKMOV
(epoécov avtn vyiver gpikt) oto péEAAov). Ot
amovinoelg  dglyvouv  avénuévn  evoicHncio
amévovTL oTov Kivouvo dlokpicemv pe Paon
Boroyio pog 1, pe dAlo Adyw, por gopuToTy
amodoyn TG OPOPETIKOTNTOS TOVAAYIGTOV GTO
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medto  avtd. Ot avtiqyelg ™G Aeyopevng
«phedevbepng  evyovikng»  (liberal eugenics),
ONUOPIAEIC Ge OploUEVOVE  OKOOMUOiKODS Kot
gpeELVNTIKOVS KOKAOVGS (10img 6TOV 0yyAocagovikd
KOGHo), mov  mpowbolv  Evav  HEAAOVTIKO
«oyedopd» TV amoyoveov  pog  (designer
babies), £xovv eAdy1oTOVE OMAGOVG OTN OIKN HOG
Kowavia, av kpivovope amd v €pguva AV
TOVAGQYLIOTOV.

Ta  evpiuota  deiyvouv o otobepn
KaTeELOVVOT VIEP TNC TPOCHOTIKNG CLTOVOLLOG UE
EYYUNGELG OLOOTKOGTIKNG JKAOGVVNG:
TAELOYNQIKO OECUEVTIKEG TTPOYEVECTEPEG 00N YiEG
(61%) Ko vYMAN amodoyn NG SKOTNG TEXVNTNG
vrootpiEng (60%) vroompilovv 10 dtkaimplo
tov acBevoug va opilel 1o téhog g (mNg Tov,
evd M (Un opeAnTéa) amodoyn| NG EVEPYNTIKNG
evBavaciag (43% + 28% pe odueov yvoun
ovyyevav)  Bétel  peoMOTIKA  epOTHUOTA
aVOAOYIKOTNTOG, GLUVOIVESNG KOl EMAYYEALUOTIKNG
Aoyoodocioc. H televtaio voeitar wg vrmoypémon
TEKUNPLOUEVNG aToAdyNoNng Kol
YVNAOGIHOTNTOS TOV  KAWIKOV TpAEemv, LE
TPNON  TPOTOKOAL®VY, duvatdTnTo  SeVTEPNG
YVOUNG/Topamounng Omov apuolel kot ex post
EAEYKTIKN avaokOmmon amd appod O6pyovo. H
emikAnon ovvednoclokng avtippnong omd Tov
acBevny O0ev aipel to KaOnKov @povtidag, oA
ocuvemdyetor  £yKOupY] KOl OTOTEAECHOTIKN
TOPOATOUTY|, KAALYN EMEYOVI®OV KOl O10GPAAMOT)
NG GLVEYELNG TNG TTEPiBalym.

1o Oépoto g avamopoaywyns, m  oxvpn
amoppyn EMAOYOV TOL avoiyovv Jpouo og
dvvntkég owkpioelg (72% wxatd g €mMAOYNG
QOAOV/YOPOKTNPIOTIKADOV) evappovilet 10
KOWVIKO aicOnua pe v apyn g Un-otdkpiong,
EVD Ol OTACELS Yo TNV TapévOetn untpdrta (To
daimpo TG Kvoeopov v KPATNGEL TO Todl yio
nepinov 1/3 tov epomBéviav kot 1 ELeacn 6TV
apolpn og epyosio) petaromiCovv ) cvlntnonm

arnd  tov  “oAtpovicpd”’ OTOL  EPYOUCIOKA
dwoumpota, TNV €LOAMTOTNTO Kot TN olkoun
arolnuioon.

YUVOAIKA, TO KOO @aivetonr vo pun Osiyvet
TPOTIUNGN OE OMAYOPEVOEL;, 0VTE GE “AEVKEG

emroyés”’, OoAMA o KOVOVEG HE  PNTPES
vmovoyopnong M emave&étoong,  1oyLpPn
TEKUNPLOUEVN OTOIKN ocuvaiveon,
OEMOTNUOVIKEG  EMUITPOTES Y.  OVOKOAEG

TEPUTTAOGEIS KO GOPELG Katevhuvtnpleg Ypoppég
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evhvvng, dote M PovAnom TOL TPOGHOTOL V.
TPOCTUTEVETAL  YOPIG Vo TapoPAémovior ot
ELOAMTOTNTEG KO 01 Kivouvol abépttng mieong.
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Abstract

In this Article, the Budapest Convention (The Convention on Cybercrime, Council of Europe, ETS No.
185) is put under legal analysis in the scope of risks and threats of cybercrimes against implantable,
prosthetic and medical devices, referred to as “Body-Hacking Crimes” according to the terminology of
this research. To analyze the Budapest Convention systematically, the risks and threats of “Body-Hacking
Crimes” are brought to light under three sub-headings (Body-Hacking, Elements of Cybercrimes, Crimes
& Reservations) as the main subjects of this Article. Under the first sub-heading, the term “Body-
Hacking” is defined and explained as regards of its usage in the general and criminological literature to
describe a new category of cybercrimes, as classified “Body-Hacking Crimes” in this paper. Under the
second sub-heading, the elements of cybercrimes are analyzed in regard to the substantive law and human
rights provisions of the Budapest Convention and legal loopholes regarding body-hacking crimes are
uncovered in these provisions. Though there are multiple elements of cybercrimes required to be analyzed
in specific to body-hacking crimes, only three elements (Intention, Non-Authorization, Computer
Systems) are evaluated under the second sub-heading due to the inadequate regulations and definitions of
these elements in the Budapest Convention. Under the final and third sub-heading, computer-related
crimes and reservations regulated in the Budapest Convention are examined in correlation with the
hackable nature of implantable, prosthetic and medical devices. Particularly, bodily integrity crimes are
brought into the focus for legal analysis of body-hacking crimes inducing bodily damage in the final part
of this article. In this study, the substantive-law-oriented and definitional problems of the Budapest
Convention are predominantly investigated, which results in pointing out mostly Articles 1-13 of
Budapest Convention. Furthermore, the domestic laws and court verdicts, esp. UK, US, France and Dutch
cybercrime laws and supreme court decisions, are referred in this study to provide a legal perspective
regarding the development of body-hacking crimes in the national legislations.

Keywords: the Budapest Convention; cybercrimes; medical devices; body-hacking; the principle of dual
criminality.
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Ot kivéuvol Kat ot anetAég Tou KuBepvoeykAnpatog ano sykAnpota body
hacking oto mAaiolo tng ZUpBaong tng Bovdamnéotng

Ahmet Sami Demirezicil2
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Abstract

210 apBpo avtd eEetdlovtal amd VOUIKY| Amoyn eYKALOTO GTOV KUBEPVOYDPO KOTA ELPVTEVGIL®V,
TPOGOHETIKAOV KOl IUTPIKAOV GUGKELMV, TOV OVOPEPOVTUL O KEYKANLOTA Topafioong COUATOS», COUPOVAL
pe ™ XopPaocn g Bovdaméomg (ZopPoacn vy 1o €ykinuo otov kuPepvoydpo / Zopfodio g
Evponng). Avardovion ta ototyeia tov eykAnudtov otov KuPepvoy®@po vtd to mpicpo tov dwutdéewmv
TOU 0VLGLOOTIKOY dtkaiov TG ZOuPacng Kol OTOKUADTTOVIOL TO VOUKE KEVA TOL OPOPOLV TO
GLYKEKPIUEVO EYKANUATO 0TS €V Adym olataéels. Emiong, e€etdlovion ta eykAnuata mov oyetilovion pe
TOUG VTOAOYIOTEG O ovvlptnomn pe Tig pubuicelg g ZOpPacng yww TV €LOA®TN @VUON TOV
EUPLTEVCIU®V, TPOCHETIKOV KOl W0TPIKOV cLoKELAOV. Edwkdtepa, ta eykAUaTo KOTé TG COUOTIKNG
akepatOTNTOG TiBevTan 6To emikevtpo TG Vokng avéivong. EE dhlov, emonpaivovton Bvucol vopot Kot
OKAOTIKES OMOPACELS, 101mMG 01 VOUOL KOl Ol OTMOPACELS TOV avATAT®V OlKaotnpiov tov Hvouévou
Baociieiov, tov HITA, g FoAriog kot tov Kdto Xopdv yio ta eykAqpoto 6tov KuBepvoympo, OGTE va
peretnBel ot0 ovykekpiuévo mAaicto N eEEMEN TV eyKANUATOV cOMOTIKNG PBlog ota €Bvikd vopukd
GUGTNLOTAL.

Aé&Eerg khewona: XopuPaon g Bovdanéomg, eykinuata otov KuPepvoydpo, moapaPiocn cdUATOS, apym

oV duhov a&1dmotvov.
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1. Introduction

The integration between body and technology
has been improving in correlation with
technological developments in biotechnology.
The current prostheses, implants, and stimulation
devices are more developed and effectively
practicable for treating deficient parts of the
human body and even enhancing them beyond
the edge of human capacity. Moreover, It is no
longer a dream to adopt mind-controlled
prosthetics, brain-computer interfaces and smart
contact lenses, which have succeeded through
many examinations and are waiting for industrial
production and sale in the near future.
Nonetheless, while new technological devices
are developed to answer today’s problems, they
create new risks and threats in parallel with their
usage in modern societies. Currently, the most
serious threat for medical devices is their
hackable nature, and unfortunately, the
cybersecurity of these devices is not sufficiently
developed to prevent cyberattacks and protect
their users ’privacy. Besides technological
insufficiencies, legal and  administrative
remedies are also not well-designed and prepared
to deter cybercriminals from illegal access to
these devices. Even in the Council of Europe’s
Convention  on  Cybercrime  (Budapest
Convention), which is the most prestigious and
accepted Cybercrime Treaty with its 72 party
states, there are non-regulated or inadequately
regulated parts rendering medical devices and
human bodies vulnerable to cyberattacks and
leaving cybercriminals released from their
actions. In this article, these parts will be spotted
and examined in order to assist legislators in
eliminating these loopholes and adjusting the
Convention more comprehensively. Nonetheless,
before the legal examination of the Budapest
Convention, the scope of the crimes that are used
as the criteria shall be clarified to detect the
loopholes in the Budapest Convention. Besides
medical devices, prosthetic and implantable
devices can also be targeted by cyberattacks
which result in serious negative impacts on body
functions. Moreover, implantable and prosthetic
devices can be used for practical and aesthetic
purposes instead of health-related functions,
while cyberattacks against them hold the same
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negative influence on the human body. Since this
study aims to deter these consequences by
improving the remedial mechanism of the
Budapest Convention, the scope of the crimes
used as the criteria shall be determined to the
extent that covers cybercrimes against all
implantable, prosthetic and medical devices,
which can create similar consequences to body
functions. In the literature, the phrase “hacking
human body” is used in the meaning to
encompass all cybercrimes against these
devices.! Hence, the term “body-hacking” is
initially analyzed to identify the category of
cybercrimes targeting all medical, implantable
and prosthetic devices that may have a profound

1E. g. Daniel C. Can We Hack the Human Body?
LinkedIn, 2022. https://www.linkedin.com/pulse/can-
we-hack-human-body-prof-dr-daniel-
cebo?utm_source=share&utm_medium=member_ios
&utm_campaign=share_via.

Earnhardt R. Hacking the Human Body: The Cyber-
Bio Convergance. In Harrigan G. (ed) On the
Horizon: Security Challenges at the Nexus of State
and Non-State Actors and Emerging/Disruptive
Technologies. SMA Periodic Publication, 2019, 32-
38. https://nsiteam.com/social/wp-
content/uploads/2019/04/DoD_DHS-On-the-
Horizon-White-Paper-_FINAL.pdf.

Rauwel G. Body Hackers: Cyber Murders in a Gamer
Culture, Kindle: 2015.

Wiles K. Your body is your internet — and now it
can't be hacked. Purdue University, 2019.
https://www.purdue.edu/newsroom/archive/releases/2
019/Q1/your-body-has-internet--and-now-it-cant-be-
hacked.html.

Williams S. Three unsafe technologies that could
'hack our bodies'. SecurityBrief UK, 2023.
https://securitybrief.co.uk/story/three-unsafe-
technologies-that-could-hack-our-bodies.
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influence on body functions, as named “Body-
Hacking Crimes” in this paper.

2. The Term “Body-Hacking”

2.1. The Primary Meaning of Body-Hacking
Body-hacking refers to the do-it-yourself
practice of body modification, made to improve
human capacities or change body functions,
which intends to expand the boundaries of the
human body by surgical implanting of electronic
and computing devices into the body.? Since the
1990s, it has been promoted and developed due
to technological developments and the support of
transhumanist and  biopunk  movements.
Especially in parallel to rapid developments in
Radio  Frequency Identification  (RFID)
Technology, which uses radio waves to identify
people or objects automatically, the body-
hacking movement gains more momentum in
daily life usage through the adoption of passive
RFID implants requiring no battery or any other
electric sources implanted in the body.}

2Giger JC, Gaspar R. A look into future risks: A
psychosocial theoretical framework for investigating
the intention to practice body hacking. Human
Behaviour and Emerging Technologies 2019, 1: 306-
307.
https://onlinelibrary.wiley.com/doi/epdf/10.1002/hbe
2.176.

Jael M. BODY HACKING AND CONCEPTIONS
OF CORPOREALITY. Aletheia: The Arts and
Science  Academic  Journal 2022, 2. 52.
https://journals.mcmaster.ca/aletheia/issue/view/172/
99.

SAubert H. RFID technology for human implant
devices. Comptes Rendum Physique 2011, 12: 675-
683.

A.S. Demirezici / Bioethica 11(2) September 2025

11

Mpwrtotunn Epyaocio

Nonetheless, body-hacking is still an unpopular
practice since health facilities do not perform
surgeries for body-hacking movement purposes,
and self-surgery implantation of devices has low
demand for high health risks. As a result, even
though there are some technology enthusiasts
making self-surgery implantation of devices to
modify their bodies for ecstatic or daily usage
purposes, the implantation of devices is
generally performed for medical purposes to
treat bodily disorders or overcome disabilities.
On the other hand, RFID implants are vulnerable
to cyberattacks like the other types of
implantable devices.* Hence, although the
practice of body-hacking is not addressed in the
following parts of the Article, RFID implants
adopted for body-hacking purposes are taken up
in general and in particular for some cybercrimes
against them which are omitted from the
jurisdiction of the Budapest Convention.

2.2  Body-Hacking in
Terminology

In general, “hacking” connotes an immoral
meaning, being defined as unauthorized and
illegal access to systems, networks, or data.® Yet,

Criminological

https://www.sciencedirect.com/science/article/pii/S16
31070511001563.

Mark N Gasson MN, Koops BJ. Attacking Human
Implants: A New Generation of Cybercrime. Law,
Innovation and Technology 2013, 5: 251-252.
http://dx.doi.org/10.5235/17579961.5.2.248.

*Kolitz D. Could Someone Hack My Microchip
Implant? Gizmodo, 2020,
https://gizmodo.com/could-someone-hack-my:-
microchip-implant-1845216410.

SCambridge Dictionary Online. Hacking. accessed on
April 29, 2024.
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it can also have an ethical implication in
accordance with the context referring to the
detection of unintended and deficient parts of a
system, network or data and applying them in
new and inventive ways to fix these
vulnerabilities.® In the formation of "body-
hacking”, hacking primarily adds the latter
meaning into this compound word, redefining it
in a way that the insufficient and unwanted parts
of the body system are adjusted and
reconstructed with the process of self-surgery
implantation of devices. Nonetheless, it is used
in the sense of illegal and unauthorized access to
implanted devices and human bodies in the
criminological context and literature. In a more
ordinary sense, “body-hacking” is also attributed
in the criminological literature as the category of
cybercrimes targeting implantable, prosthetic
and medical devices in parallel to the colloquial
meaning of hacking as cyber-offences targeting
computer systems.” Since the colloquial usage of
“body-hacking” reflects the main subject of this

https://dictionary.cambridge.org/dictionary/english/h
acking. United Nations Office on Drugs and Crime.
Offences against the confidentiality, integrity and
availability of computer data and systems. 2019.
Accessed on May 1, 2024,
https://www.unodc.org/e4j/zh/cybercrime/module-
2/key-issues/offences-against-the-confidentiality--
integrity-and-availability-of-computer-data-and-
systems.html.

®Erickson J. Hacking: The Art of Exploitation 2nd ed.
No Starch Press, 2008: 1. https://repo.zenk-
security.com/Magazine E-book/Hacking- The Art of
Exploitation (2nd ed. 2008) - Erickson.pdf.

Jael M, op.cit., p. 54.

IBM. What is ethical hacking? Accessed on April 28,
2024. https://www.ibm.com/topics/ethical-hacking.
"Claugh J. Principles of Cybercrime 2nd ed.
Cambridge University Press, 2015: 31.
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study, this term is appealed with a new combined
expression as “Body-Hacking Crimes” to stand
out its categorical feature and criminal nature.

3. Elements of Cybercrimes

3.1 Intention

Intention is one of the fundamental elements
of crimes for the punishment and the conviction
of someone in criminal law. As a standard rule,
suspects cannot be charged for their actions if
they do not intend to engage in criminal
behaviors or create unintended effects from their
actions. Nevertheless, as an exception to this
rule, negligent actions can be criminalized due to
the high risk of danger, even if suspects do not
intend to act criminally or lead to harmful
consequences for someone. In the Budapest
Convention, all the crimes mentioned require the
intention of criminals in order to be charged
against their actions. Nonetheless, body-hacking
crimes can result in serious bodily harm up to
fatal injuries due to the strong influence of the
devices subjected to them on body functions.
Especially some medical devices, such as cardiac
defibrillators, pacemakers and insulin pumps,
can have a decisive role in the stabilization and
sustaining of body organ systems, like the blood
circulatory system and insulin-glucose system,
that a few minutes of their inactiveness can give
rise to fatal outcomes. Additionally, undertaking
cybercriminal activities against these devices is
extremely simple due to their low cybersecurity
mechanisms. Until now, only a few cyberattack
on medical devices resulting in bodily injury has
been detected, yet many studies repeatedly
forewarn the users of these devices about how
palpable the threat of body-hacking crimes is and
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how comparatively easy it is to accomplish. At a
Blackberry Security Summit in 2015, Blackberry
Chief Security Officer David Kleidermacher and
security researcher Graham Murphy
demonstrated how hackers could shut down
infusion pumps and increase or decrease the
medication dosage being delivered with just a
network cable and a laptop or tablet.® According
to the research of McAfee security specialist
Barnaby Jack, a cyber-attacker does not even
need a network cable to disable the alert feature
of insulin pumps and dispense a potentially
lethal dose of insulin by only using computer
software and a custom-built antenna with a range
of 300 feet.® In a two-year comprehensive study,
Scott Erven, the head of information security for
Essentia Health, revealed that cyberattackers
could also manipulate  Bluetooth-enabled
defibrillators to deliver random electric shocks to
a patient's heart or prevent a medically needed
shock from occurring. As regards the
implantable cardiovascular defibrillators, Scott
Erven especially noted in his article that
defibrillators have default and weak passwords
to the Bluetooth stacks, like an iPhone pin that
can be guessed with ease.°

8Mottle J. Blackberry Offers Insight On Hidden
Security Headaches for Patients. Providers, Fierce
Heathcare, 2015.
https://www.fiercehealthcare.com/mobile/blackberry-
offers-insight-hidden-security-headaches-for-
patients-providers.

®Kostadinov D. Hacking Implantable Medical
Devices. INFOSEC INST, 2014: supra note 47.
http://resources.infosecinstitute.com/hcking-
implantable-medical-devices/ .

10Zetter K. It’s Insanely Easy to Hack Hospital
Equipment. WIRED, 2014.
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In light of these studies, it is proven that users of
implantable, prosthetic and medical devices are
at a high health risk, and several measures are
required to be taken. The manufacturers of these
devices are trying to improve their cybersecurity
systems to prevent cyberattacks against them.
Nonetheless, enhanced cybersecurity measures
can hamper access to these devices in an
emergency. Moreover, enhanced cybersecurity
systems produce more energy, so they can slow
down medical devices and reduce their usable
battery life, leading to more surgical operations
to replace these devices and their batteries.!
Hence, manufacturers generally take a cautious
approach towards improving the cybersecurity
measures of these devices, which results in
infrequent upgrading of the cybersecurity
mechanisms. As a substitute for the role of the
manufacturers, state authorities undertake the
burden of measure implantation by executing
their legislative and administrative powers. As
an example of these measures, some countries
criminalize negligent cyberattacks against these
devices resulting in bodily harm to increase the
caution of hackers intending harmless actions
towards the human body, like illegal access to
personal data or interference with data not
affecting the function of the devices. For
instance, in the Section 161septies of the Dutch
Criminal Code and the 3ZA Section of the UK
Computer Misuse Act 1990, negligent cyber acts
causing or creating a risk of death are

http://www.wired.com/2014/04/hospital-equipment-
vulnerable.

Uwilliams PAH, Woodward AJ. Cybersecurity
vulnerabilities in medical devices: a complex
environment and multifaceted problem. Dove Press
Medical Devices: Evidence and Research 2015: 311.
http://dx.doi.org/10.2147/MDER.S50048.
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criminalized  with  the  punishment  of
imprisonment, monetary sanction, or both. In the
3ZA Section of the UK Computer Misuse Act
1990, negligent cyber attacks causing or creating
a significant risk of illness and injury are also
penalized with the same punishments.
Nonetheless, cybercriminal acts can be carried
out outside the jurisdiction of the countries while
affecting their residents, which enables foreign
cybercriminals to commit crimes without paying
off for their actions. Hence, state authorities
attempt to provide dual criminality with
international  conventions to avoid the
transnational consequences of cybercrimes. As
the most ratified cybercrime convention, the
Budapest Convention has a vital role in
providing dual criminality between sovereign

states. Nonetheless, it doesn’t include any
provision  penalizing  negligent acts of
cybercrime  resulting in  bodily  harm.

Furthermore, it is permitted to restrict the scope
of the intention in some cybercrimes by filing
reservations to several specific articles in the
Budapest Convention. For instance, in Articles 2
and 3, a party country may reserve that the
offence shall be committed with dishonest intent
or with the intent of obtaining data for illegal
access. In regard to negligence and intention, the
Convention provides discretionary power to its
members to regulate their domestic sanctions in
accordance  with  their  legal  systems.
Nevertheless, this discretionary power creates a
significant risk for the users of the devices
subjected to body-hacking crimes, contradicting
one of the primary purposes of the Convention
mentioned in the Preamble as ‘to pursue, as a
matter of priority, a common criminal policy
aimed at the protection of society against
cybercrime, inter alia, by adopting appropriate
legislation and fostering international co-
operation”.  Hence, even though this
discretionary power can be accepted as a well-
placed measure in general, it clearly features an
inconsistency with the purpose of the Budapest
Convention in particular to body-hacking crimes
and requires an adjustment in the Convention in
parallel to them.
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3.2 Non-authorization and Human Rights
According to Section 1 of the Budapest
Convention, every cybercrime necessitates the
commission of an act without right. In other
words, an act committed with right is not
accepted as cybercrime in the Budapest
Convention. In the Explanatory Note, though the
alternative interpretation by a party state is
allowed, the act with right generally refers to
"conduct undertaken with authority (whether
legislative, executive, administrative, judicial,
contractual or consensual) or conduct that is
covered by established legal defences, excuses,
justifications or relevant principles under
domestic laws".*? In domestic laws, both
conducts are prescribed and restricted by
legislators to avoid legal uncertainty,
disproportionality and exploitation of rights.
Nonetheless, while legal defences, excuses,
justifications or relevant principles are only
executed under extraordinary and exceptional
circumstances, authority is a general concept
exercised frequently in all positions of society.
Furthermore, legal defences, justifications,
excuses or relevant principles are only applied to
natural persons, exceptionally to commercial
legal persons, while authority is generally
exerted by government institutions, which also
encompass legislative bodies regulating their
authorities. Hence, the supervision of authority
cannot be effectively ensured by domestic laws,
which leads societies as a last safeguard to
mainly bind their governments with human
rights conventions and empower an independent
court to detect breaches of these conventions and

12Council of Europe. Explanatory Report to the
Convention on Cybercrime. European Treaty Series
2001, 185: 8. https://rm.coe.int/16800cce5b.
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punish them for their violations. In the Budapest
Convention, although no international court has
been established or determined for supervision,
the Preamble, Article 15, and the Explanatory
Report of the Budapest Convention refer to
international human rights conventions and
instruments for providing safeguards and
conditions in implementing the Articles. Hence,
authorized acts of cybercrimes in Section 1 of
the Convention may be legalized only if they do
not violate human rights or their limitations
regulated in international instruments. In the
current international instruments, most human
rights are protected due to the tendency of
governments to disregard them and the
irrevocable harm of their violations against
human individuals. Nevertheless, several human
rights are not included in these instruments due
to the fear of human rights inflation'* and up-to-

BAccording to Article 15, procedural provisions of
the Budapest Convention are subjected to conditions
and safeguards mentioned in international human
rights instruments. Nonetheless, investigative powers
of state authorities to preserve, search, seizure,
collect and intercept data are regulated in the
Convention’s  procedural law section. Since
authorized access or interception of data are also
encompassed in investigative power of state
authorities, Article 15 is also cited in this sentence.

14“The objectionable tendency to label everything
that is morally desirable as ‘human right’. The
unjustified proliferation of new rights is indeed
problematic because it spreads skepticism about all
human rights, as if they were merely wishful thinking
or purely rhetorical claims. Right inflation is to be
avoided because it dilutes the core idea of human
rights and distracts from the central goal of human
rights instruments, which is to protect a set of truly
fundamental human interests, and not everything that
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date emergence of them in parallel to social,
legal, technological changes and developments.
Especially in conjunction with the rapid
developments in neurotechnology, new category
of human rights have arisen recently, known as
“neurorights” in the doctrine that serve as a legal
shield against crimes affecting neurofunctional
stability of individuals. Nonetheless, most of the
neurorights have not been involved in
international human rights instruments yet.
Despite being recognized as the most well-
known neurorights, cognitive liberty, the right to
psychological continuity and the right to mental
privacy are still not mentioned in any human
rights instruments.> Mental privacy, as also one
of the fundamental neurorights, is only
mentioned in the Charter of Fundamental Rights
of the European Union and the UN Convention
on Rights of Persons with Disabilities, which are

would be desirable or advantageous in an ideal
world.”

lenca M, Andorno R. Towards new human rights in
the age of neuroscience and neurotechnology. Life
Sciences, Society and Policy 2017, 13: 9.
https://doi.org/10.1186/s40504-017-0050-1.
®Bublitz JC, Merkel R. Crimes Against Minds: On
Mental Manipulations, Harms and a Human Right to
Mental Self-Determination. Criminal Law and
Philosophy 2014, 8: 60 51-77.
https://doi.org/10.1007/s11572-012-9172-y. Istace T.
Protecting the mental realm: What does human rights
law bring to the table? Netherlands Quarterly of
Human Rights 2023, 41: 216.
https://doi.org/10.1177/09240519231211823.
Ligthart S. Towards a Human Right to Psychological
Continuity? Reflections on the Rights to Personal
Identity, Self-Determination, and Personal Integrity.
European Convention on Human Rights Law Review
2024, 5: 205. https://doi.org/10.1163/26663236-
bjal10092.
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found insufficient and criticised for not referring
to neurotechnology-related practices or particular
harms resulted by malevolently interfering with a
person’s neuropsychological sphere.® Under the
current circumstances, even though the well-
known fundamental human rights and freedoms,
such as the freedom of thought, the right to
privacy, etc., lay the foundation for neurorights,
they cannot provide sufficient protection for
individuals against brain data violations, cyber-
attacks to neurosystems, manipulative and
authoritative interventions to personal identity,
psychology and autonomy. Since the existence
of neurorights is built upon the purpose of
preventing the similar  violations and
interventions mentioned in the previous
sentence, the inclusion of neurorights in the
human rights instruments is required for the ideal
protection of individuals against ill-intentioned
governments and persons.!” Nonetheless, as no
current human rights instruments contain the
neurorights, except mental integrity, in their
context, the safeguards and conditions mentioned
in the Budapest Convention do not apply to
authorized acts of body-hacking crimes which
attack or interfere with brain implants and
impact the personal autonomy, identity,
psychology, brain data and similar aspects of the
human mind.

lenco M. Common Human Rights Challenges
Raised By Different Applications of
Neurotechnologies in the Biomedical Fields.
Committee on Bioethics of Council of Europe, 2021:
51-52. https://rm.coe.int/report-final-
en/1680a429f3#page51.

lenca M, Andorno R. op. cit., pp. 23-24.
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3.3 Computer Systems

In the Budapest Convention, “computer
systems" are defined as "any device or a group
of interconnected or related devices, one or more
of which, pursuant to a program, performs
automatic processing of data". Despite its name,
computer systems do not only include computers
in their extent. Mobile phones, tablets, Internet
of Things (lIoT) and medical devices are also
within the scope of the term.'® As a matter of
fact, only two functional qualities are required to
be recognized as a computer system according to
the Convention: being pursuant to a program and
performing automatic data processing. Similar to
many technological devices, most of the devices
subjected to body-hacking crimes hold these
qualities and are competent to be acknowledged
as computer systems. Nonetheless, some
versions of these devices, especially the old
ones, are not capable of processing data. For
instance, some models of passive RFID implants,
cognitive prostheses, DBS devices, pacemakers
and cardiac defibrillators can only be qualified as
simple data storage devices, not as computer
systems.!® Nevertheless, these devices can still
benefit from the legal protection of the
Convention since the definition of a computer
system includes a group of devices of which at
least one device processes data; computers
consist of a processing unit and peripherals.
Hence, a storage device can be a part of a
computer system as a peripheral, which is part of
a group of devices.?® There is a Dutch Supreme
Court verdict supporting that a device does not
have to possess the mandatory functionalities

8Claugh J, op. cit., pp. 59-68.
¥Gasson MN, Koops BJ, op. cit., p. 267.
2Council of Europe, op. cit., p. 5.
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(storing, processing, and transferring in Dutch
Law) of a computer in itself, but rather, the
combination of devices constituting a computer
system should have these functionalities.?! In
that case, the Convention still provide protection
if the implant is considered part of a group of
devices. Passive RFID implants can only
function in conjunction with a reading device,
which has the capacity to process data, resulting
in being qualified as part of a computer system.
Deep brain stimulation devices, cognitive
prostheses, pacemakers, and cardiac
defibrillators can also benefit from the protection
of the Convention by having the capacity to
process data or being part of a group of devices
that involves a data-processing device.
Nonetheless, the older models of pacemakers
and cardiac defibrillators consist only of pulse
generators, electrodes, and some small storage
capacity devices, making them insufficient to
achieve the threshold of a data processing
device.?? Also, interpreting the mentioned
devices as part of a computer system is open to
the preference of party states. Consequently, no
legal assurance exists that all devices exposed to
body-hacking crimes will fall within the
protective scope of the legal framework
established by the Budapest Convention.

4. Crimes & Reservations
4.1 Cybercrimes in the Budapest Convention

In the Budapest Convention, only the
common types of cybercrimes are defined and

2lGasson MN, Koops BJ, op. cit., p. 267.

Hoge Raad [Dutch Supreme Court], March 26, 2013,
LIJN BY9718.

22]dem, p. 268.
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regulated in Article 2 through Article 11. As an
international instrument, it is an obligatory
characteristic of the Budapest Convention to be
flexible and broadly applicable so that state
authorities can recognize and enforce them
without reluctance. Hence, as the category of
cybercrimes that no incident regarding them has
been detected yet, it is acceptable that the
Council of Europe did not regulate body-hacking
crimes and take them into account in the draft
process of the Budapest Convention.?®
Nonetheless, body-hacking crimes pose a
significant risk to human health and can produce
severe bodily damage that may lead to the loss of
human life. Even though a few incidents of
body-hacking crimes has occurred before, the
more prevalent usage of wireless and BCI
(Brain-Computer Interface) technology in
implantable, prosthetic and medical devices will
enhance their hackability potential in the near
future. The risks of body-hacking crimes cannot
be disregarded due to these reasons; thus, the
Budapest Convention still requires several
amendments in order to provide full-fledged
protection for these device users. As the first
proposed amendment, the current cybercrimes
pointed out in the Budapest Convention shall be
re-regulated to the degree that unquestionably
eliminates the risks of body-hacking crimes. In
the  Convention, several substantive-law
provisions involve the risks of body-hacking
crimes due to their incompetent regulation. For
instance, Article 5, which regulates the
cybercrime of system interference, only
criminalizes interferences that seriously hinder

2Browning JG, Tuma S, op. cit, p. 638.
https://scholarcommons.sc.edu/cgi/viewcontent.cgi?a
rticle=4183&context=sclr.
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the functioning of computer systems. In other
words, it permits member states to exempt cyber
acts that hinder the functioning of computer
systems lightly but induce serious harm or threat
to the human body from punishment. As another
example, Article 10, which regulates the
offences related to infringements of copyright
and related rights, penalizes the violations of the
rights associated with intellectual property which
IS expressed in accordance with several
international conventions®® mentioned in this
article. Nonetheless, it is questionable whether
human thoughts and memories stored in the
brain implants must be accepted as expressed per
the mentioned conventions. These conventions
do not include any clause regarding the
automatic expression of human thought or
memory stored in brain implants. Hence, it is
possible that state authorities interpret these
conventions alternatively and decide to exclude
the infringement of human thought and memory
from the scope of Article 10. Nevertheless, the
infringement of human memory and thought can
award the perpetrators enormous gains on the
economic scale. For instance, a memory of a
famous person in his brain implant can be
merchandized and distributed like a movie or a
documentary, or the thought of an individual
stored in his brain implant can lead to a
miraculous invention and gain enormous money
to its possessor. Even though illegal access to

*Paris Act of 24 July 1971 Revising the Berne
Convention for the Protection of Literary and Artistic
Works, International Convention for the Protection of
Performers, Producers of Phonograms and
Broadcasting Organizations (Rome Convention), the
Agreement on Trade-Related Aspects of Intellectual
Property Rights, WIPO Copyright Treaty and WIPO
Performances & Phonograms Treaty.
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brain implants is penalized under Article 2 of the
Budapest Convention, the unlawful economic
usage of human memory and thought cannot be
criminalized by the following articles of
Budapest Convention besides Article 10. Illegal
economic use of intellectual property forms
another act of crime and might receive more
severe punishments due to their important role in
the economic and intellectual development of
societies. In order to provide just and fair
punishment for this cybercriminal act, Article 10
shall be modified to the extent that human
thought and memory are protected against
intellectual property rights infringements. Hence,
an additional intellectual property convention
that covers human memory and thought in brain
data under the scale of intellectual property
rights can be included in the agreements listed in
Article 10, or particular regulation in regards to
it might be added in this article.

As per the second proposed amendment,
body-hacking crimes shall be regulated
specifically in the substantive law section of the
Budapest Convention. A general provision
regarding cybercrimes inducing bodily damage
can be inserted for the overall health risks of
body-hacking  crimes  discussed  above.
Nevertheless, several specific body-hacking
crimes pOSSess unique characteristics
engendering consequences that extend beyond
psychological and physical damage. As an
example of these crimes, brainjacking, the
exercise of unauthorized control of another's
electronic brain implant, shall be explicitly
regulated due to its particular consequences on
the human body, emotions and autonomy.

2pPygh J et al. Brainjacking in deep brain stimulation
and autonomy. Ethics and Information Technology
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Similar to other body-hacking crimes,
brainjacking can cause physical damage to brain
tissue and prevent a programmed medical
treatment of brain implants by overcharging
them.?® Nonetheless, it can also lead to the
dysfunction of emotional behaviour for the brain
implant users and induce unbearable pain in
them without requiring a physical injury, such as
by increasing the frequency of PAG/PVG
stimulation.?” In the worst scenario, brain
implants pave the way for brainjackers to control
the users' minds or bodies by sending calibrated
electrical impulses to the brain and motor nerves.
Brainjackers can influence decisional autonomy
in addition to practical autonomy.? Though they
cannot mainly take part in the decision-making
process, they may foster an intention to commit a
crime by targeting their users’ reward systems
and emotions.?® Nonetheless, brainwashing
(mind control) is not recognized as a crime and a
legal defence in most national legislations and
the Budapest Convention. Except for a few
national laws, such as the About-Picard Law in
France, most countries do not penalize the sole
act of brainwashing and do not uphold it as a
legal defence to the criminal liability of the

2018, 20: 219. https://doi.org/10.1007/s10676-018-
9466-4.

%pycroft L et al. Brainjacking: Implant Security
Issues in Invasive Neuromodulation. World
Neurosurgery 2016, 92: 455-456.
http://dx.doi.org/10.1016/j.wneu.2016.05.010.
27\bid, p. 456-457.

Pugh J et al., op. cit., pp. 221-226.

2|bid, p. 226.

Dlbidem.

Pycroft L et al., op. cit., p. 457.
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victims.3® By an explanation of it, it is argued
that the theory of brainwashing is not dominantly
accepted in the scientific field of psychology due
to the lack of empirical data.3! The traditional
methods used in brainwashing and their effects
on the victims cannot be empirically analyzed
due to the illegality of experimenting with these
methods and the complexity of observing the
deterministic  relationship  between  them.
However, as a procedural obligation, brain
implant patients are strictly monitored by
advanced medical devices periodically after their
surgeries, which provokes the accumulation of
great quantities of empirical data. Moreover, the
effects of brain implants on the brain are direct,
immediate and first-hand. They can also be
easily observed due to the trackability of
implanted devices and electrodes that monitor

%For instance, the criminal legal systems of the
United States and Canada, which are the signatory
countries of the Budapest Convention, do not
acknowledge brainwashing as a legitimate defence
for exemption from criminal liability.

Chapman FE. Intangible Captivity: The Potential for
a New Canadian Criminal Defense of Brainwashing
and Its Implications for the Battered Woman.
Berkeley Journal of Gender, Law & Justice 2013, 28:
74. https://doi.org/10.15779/Z38RR1PM1J.

Emory R. Losing Your Head in the Washer — Why
the Brainwashing Defense Can Be a Complete
Defense in Criminal Cases. Pace Law Review 2010,
30: 1355. https://doi.org/10.58948/2331-3528.1742.
3 American  Psychological =~ Association  hasn’t
accepted brainwashing as a scientific theory.
Warburton ID. The Commandeering of Free Will:
Brainwashing as a Legitimate Defense. Capital
Defense Journal 2003, 16: 78-79.
https://scholarlycommons.law.wlu.edu/wlucdj/vol16/i
ss1/6.

Emory R, op. cit., p. 1355.
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and transmit brain electrical impulses.®?> Hence,
the arguments about the unscientific nature of
brainwashing methods cannot be given credit in
the case of mind control with brain implants.
Without any objections, the effects of brain
implants on autonomy are scientifically accepted
and discussed academically.®®* In a position
where science acknowledges the threat of brain
implants on autonomy, it would be irrational for
legal systems to ignore it and not take any
precautions against it. Particularly in conjunction
with the rapid advancements in Brain-Computer
Interface (BCI) technology, the potential risks
associated with brain implants on individual
autonomy may increase significantly in the
future. Hence, the basic precautionary actions for
criminalization and legal excuse for mind
manipulation shall at least be taken in domestic
laws and the Budapest Convention.

4.2 Bodily Integrity Crimes

As noted in the former section, body-hacking
crimes can lead to severe bodily harm due to the
impact these devices exert on bodily functions.
By deactivation or malfunction of medical
devices, a third person can easily interrupt the
infusion of a hormone, drug or biochemical fluid
that is used to stabilize homeostatic balance or
the delivery of electric shocks towards the
human heart functioning to correct cardiac

$2Jonathan Pugh et al., op. cit., 221.

Quirin T et al. Towards Tracking of Deep Brain
Stimulation  Electrodes Using an Integrated
Magnetometer. Sensors 2021, 21: 1-2.
https://doi.org/10.3390/s21082670.

$Koivuniemi A, Otto K. When “altering brain
function” becomes “mind control”. frontiers in
SYSTEMS NEUROSCIENCE 2014, 8: 1.

Pugh J et al., op. cit., 219-226.
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arrhythmia, which serves as a reason for that the
former US Vice President Dick Cheney disabled
his pacemaker's wireless capabilities in 2012.3*
With the aim of mitigating the bodily risks and
threats of body-hacking crimes, some state
authorities adopt legislative measures to penalize
the cybercrimes contributing to bodily harm. For
instance, in the 18 U.S. Code 8§ 1030(c)(4)(A),
the 3ZA Section of the UK Computer Misuse
Act 1990 and Section 161sexies of the Dutch
Penal Code, cyber acts inducing bodily damage
are criminalized with up to imprisonment,
monetary penalty, or both. Nonetheless, not all
domestic laws encompass specific provisions to
penalize these cyber acts. Furthermore, the
criteria for bodily damage and acts of cybercrime
generally vary in domestic laws. As an example,
the 18 U.S. Code 88 1030 penalizes both illegal

access and system interference producing
physical injury (at all degree) while the Dutch
Penal Code criminalizes only  system

interferences required to endanger a human life
and UK Computer Misuse Act proscribes any
unauthorised act in relation to a computer
creating a serious injury or illness. As it can be
observed from these three different regulations,
the application of dual criminality on
cybercrimes inducing bodily damage is generally
a challenging issue, requiring an international
agreement on several points of them to block
transnational cybercrimes and secure the users of
medical devices to a global extent. Yet, the
Budapest Convention and other cybercrime

#Browning JG, Tuma S. If Your Heart Skips a Beat,
It May Have Been Hacked: Cybersecurity Concerns
with Implanted Medical Devices. South Carolina
Law Review 20186, 67: 638.
https://scholarcommons.sc.edu/cgi/viewcontent.cgi?a
rticle=4183&context=sclr.
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conventions, as being the most effective
instrument for ensuring the principle of dual
criminality between national legislations, do not
include any specific regulation on the subject of
cybercrimes inducing bodily harm. In all
probability, international commissions can
assume that cybercrimes inducing bodily harm
are covered by battery or assault laws, which are
prescribed and regulated in almost all national
legislations, requiring no additional adjustment
for cybercrimes inducing bodily harm.
Nevertheless, these bodily integrity crimes carry
out different features and characteristics than
cybercrimes inducing bodily harm. For instance,
battery and assault laws subject the crimes that
attack the human body, not implants or any other
devices. Hence, it is questionable whether
implantable, prosthetic and medical devices can
be accepted as a part of the body in the context
of laws. There are some court cases in France
and the Netherlands that treat dental prostheses
and teeth implants as an integral part of the
human body.*® By making an analogy, it can be
argued that pacemakers, cardiac defibrillators,
cochlear implants and other implantable medical
devices shall be accepted as part of the human
body. Yet, prosthetic limbs are not accepted as
human body parts in some court cases, which

$Akmazoglu TB, Chandler JA. Mapping the
emerging legal landscape for neuroprostheses:
Human interests and legal resources. Hevia M (ed) In
Developments in Neuroethics and Bioethics VVolume
4, Academic Press, 2021: 83.
https://www.sciencedirect.com/science/article/pii/S25
892959210000727ref=cra_js_challenge&fr=RR-1.
Gerechtshof [Court of Appeal] Amsterdam 21
February 2013, LIN BZ2055 [NL].

Rechtbank [District Court] Zutphen 9 February 2010,
LJN BL3094.
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hardens to protect bionic arms and network
cognitive prostheses under the category of
assault and battery laws.*® Moreover, it is also
questionable to what extent the neural system is
covered by bodily integrity, which determines
the legal status of attacks on the brain and neural
implants. In the UK and the Netherlands, bodily
injuries amount to recognizable psychiatric
conditions are covered by battery laws, while the

lesser conditions are not3’ Hence, non-
consensual mental infringements, like sending
signals to the brain through electronic

interference with an implant, are not covered by
battery laws, while physical infringements (such
as spitting, touching or kissing) are covered by
them.3® Besides setting the bodily borders for the
protection of the law, the type of contact and
injury for committing battery and assault crimes
can also be determinant in the application of
cyberattacks against medical implants. Normally,
physical contact is sought in the commission of
battery and assault crimes, but it is not a
prerequisite for the occurrence of them,
according to UK and US Case Law.® The real

%Browns B. A Farewell to Arms (And Legs): The
Legal Treatment of Artificial Limbs. Columbia
Journal of Law and Social Problems 2013, 47: pp. 88
and 98. https://jlsp.law.columbia.edu/wp-
content/blogs.dir/213/files/2017/03/47-Brown.pdf.
State v. Schaffer, 202 Ariz. 592, 48 P.3d 1202 (Ariz.
Ct. App. 2002).

3The Crown Prosecutive Service (CPS). Offences
against the Person, incorporating the Charging
Standard. last updated June 27, 2022.
https://lwww.cps.gov.uk/legal-guidance/offences-
against-person-incorporating-charging-standard.
Gasson MN, Koops BJ, op. cit., 273.

#Blbid, 273.

Flbid, 273.
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problem is that the criminalization of wounding
IS much more physically formulated, as it
requires an injury that breaks both the outer and
inner skin. Attacks on bodily implants will not
result in skin injuries, and thus cannot be
interpreted as wounding.*® Nonetheless, several
criminal legislations demand crimes to fall
within the description of wounding to impose
more severe sentences on the criminals. For
instance, the Virginia  Criminal  Code
distinguishes wounding (8§ 18.2-51) from assault
and battery offences (8§ 18.2-57), which include
only monetary and confinement sanctions for a
maximum of 5 years compared to wounding,
whose sentence can last up to 20 vyears
imprisonment. Hence, even though national
criminal provisions generally encompass general
terms to define assault and battery offences,*
cybercriminals inducing serious bodily damage
might not be exposed to severe punishments due
to the definitional block of wounding, though
they create similar serious consequences to it. In

DPP v K [1990] Cr App R 23.

Fisher v Carrousel Motor Inc., Supreme Court of
Texas, 424 S.W.2d 627 (1967).

Bublitz C. The body of law: boundaries, extensions,
and the human right to physical integrity in the
biotechnical age. Law and the Biosciences 2022, 9: 7.
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC9621
699/pdf/Isac032.pdf.

“0Gasson MN,Koops BJ, op. cit., 273.

“IFor instance, Dutch Criminal Law uses the term
mishandeling (maltreatment) in assault and battery
provisions, which allows courts to interpret the
actions of criminals broadly.

Teunissen M. Mishandeling versus Assault: A
comparative Approach. Master’s Thesis, Leiden
University, 2017: 38.
https://studenttheses.universiteitleiden.nl/access/item:
2607954/view.
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order to provide fair and reasonable punishment
to these cybercriminal acts, several national
legislations, like Section 20 in UK Offences
against the Person Act 1861, broaden the scope
of criminal acts in the criminal provisions
regarding wounding offences or regulate these
acts in separate clauses with similar penalties.
Nonetheless, it is not a standard practice between
national legislations, so the global nature of
cybercrimes can lead to complex applications of
their penal codes, which can be concluded with
shorter periods of punishment than what the
criminals deserve. As mentioned above, the
subjects of assault and battery laws are also
regulated uniquely based on the laws of
countries which produce the same legal
complexity and inefficiency in the application of
national criminal laws. As a result, mutual
cooperation in legislation is also required for
assault and battery laws to prevent global
consequences of body-hacking crimes.

4.3 Reservations

The incompetent provisions of the Budapest
Convention fall body-hacking crimes in a
restricted regulatory framework that only apply
when they display general characteristics of
computer-related crimes prescribed in the
Convention. Nevertheless, this narrow scope of
the Convention can be limited more by the
reservations of the affiliated states allowed in the
specific clauses. For instance, according to
Article 2, a party state may reserve that the
offence of illegal access shall be committed by
only infringing security measures. Nonetheless,
many implantable medical devices, particularly
the older generations, do not possess any security

A.S. Demirezici / Bionika 11(2) SenteuBpiog 2025



Original Article

mechanism at all.*> Hence, these devices may
end up totally defenseless against hacking
incidents with this reservation, which may give
rise to high-impact disclosures of sensitive
personal data stored and processed in these
devices. As another example, the criminalization
of an attempt to commit any offences mentioned
in this Convention can be avoided by the
reservation of a party state based on Article 11.
By taking account of the possible consequences
of an attempted cyberattack against implantable,
prosthetic and medical devices with the intention
to murder or assault, giving a right to reservation
on attempted offences puts the users of these
devices at significant risks and under a great fear
of injury. As aware of these risks and fear, most
countries penalize attempted crimes inducing
severe bodily damage in their criminal laws,
which seems devaluing the right to reservation
regarding attempted body-hacking crimes.
Nonetheless, the legal criteria for the acceptance
of an action as an attempted crime can vary
according to domestic laws. Hence, this situation
may lead to a serious struggle for mutual
assistance between the party states since the
Convention gives party states the right to refuse
a request for mutual assistance in its several
provisions based on the unfulfillment of dual
criminality. For instance, Article 29(4) gives
party states a reservation right to refuse data
preservation requests based on the unfulfillment
of dual criminality for offences other than those
established in accordance with Article 2 through
Article 11 of the Convention. The condition of

“2Nufiez CC. Cybersecurity in Implantable Medical
Devices. Doctoral Thesis, Universidad Carlos Il de
Madrid, 2017: 18. chrome://external-
file/tesis_carmen_camara_nunez_2018.pdf.
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dual criminality is deemed to automatically met
between the party states for the offences
regulated in Article 2 through Article 11, subject
to any reservations the affiliated states may have
made regarding these offenses where permitted
by the Convention.*® Thereby, the reservation on
an attempted crime in Article 11 can invalidate
this assumption of dual criminality, retaining the
right to refuse data preservation requests. As the
preservation request is the key element for other
mutual  assistance  procedures  regarding
investigative powers, the reservation right on
Article 11(3) of the Convention might constitute
a significant obstacle for requesting countries in
their criminal investigations on attempted
cybercrimes. Not only reservation on Article
11(3) but also reservation on Article 4(2) (Data
interference only resulting in serious harm),
Article 6(3) (Several types of misuse of devices),
Article 9(4) (Several offences related to child
pornography) and Article 10(3) (Limited
circumstances for criminal liability of offenders
infringing intellectual property rights) can also
constitute this obstacle for requesting countries
for their criminal investigations. On account of
standard types of cybercrimes, these reservations
might be tolerated due to their material kind
consequences at most they can result.
Nonetheless, body-hacking crimes may lead to
health-related consequences that cannot be
tolerated in any manner. Hence at least, the
Budapest Convention shall keep several
reservations out-of-application in regards to
body-hacking crimes which endanger human life
to the degree that the reservation of them is
intolerable in any form.

“3Council of Europe, op. cit., p. 51.
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5. Conclusion

In this Research Paper, the cybercriminal
risks and threats associated with body-hacking
crimes were analyzed under the legal scope of
the Budapest Convention. By the conclusion of
this legal analysis, it has been figured out that the
regulations of the Budapest Convention had been
prepared without a comprehensive consideration
of cybercrimes against implantable, prosthetic
and medical devices in regard to their health-
related risks and consequences. By taking the
fact that a few incident regarding these
cybercrimes has occurred only, it may seem
unreasonable to take these crimes into account
within the structure of the Budapest Convention.
But as explained in this study, these cybercrimes
can result in detrimental consequences with
respect to human health, personal privacy, bodily
integrity and fundamental human rights. Hence,
it is crucial to maintain prohibitive and
restrictive provisions against these crimes as the
precautionary resort within the framework of the
Budapest Convention. At this time, it is
impossible to alter the textual structure of the
Budapest Convention as it has been years since
the Budapest Convention was adopted on 23
November 2001. Nonetheless, new protocols
regarding the Convention can be issued to
modify it, like Council of Europe did in First &
Second Protocols to the Budapest Convention.
Currently no preparation of Council of Europe is
observed for the composition of a new protocol
regarding the Budapest Convention. Hence, this
study actually serves as a call to action for
lawmakers, international organizations, and state
officials to proactively integrate these mentioned
cybercriminal threats into the legal scope of the
Budapest Convention. In that way, it is intended
to maintain the Budapest Convention as a
relevant and effective tool in the fight against
cybercrimes and ensure the proper legal
protection of the users of these devices.
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Abstract

The sharp rise in veterinary care costs across Europe in recent years has created significant ethical and
legal challenges concerning the welfare of pet animals. Since animals are recognized as sentient beings in
both legal and ethical terms, the inability of many pet owners to access necessary veterinary care raises
concerns about the broader consequences for animal welfare.

While inflation and technological innovation contribute to rising costs, many countries identify
aggressive market consolidation by a few corporate actors as the primary cause. These dominant players
reduce competition and limit price transparency, creating conditions that put animal welfare at risk by
discouraging timely and affordable access to care, while also undermining veterinarians’ ability to operate
independently and ethically.

In response, various legislative initiatives have been introduced. Germany enforces a fee schedule to
regulate veterinary pricing; Greece has established municipal veterinary services for disadvantaged
groups; the United Kingdom is investigating anti-competitive practices in the sector; and the United
States of America has proposed tax deductions for veterinary expenses. These examples reflect differing
approaches to distributing responsibility between the state, the profession, and pet owners.

To ensure long-term access to veterinary care and uphold animal welfare obligations, the report
recommends a multifaceted regulatory strategy. This includes transparent pricing, proportional fee
regulation, targeted public services, and safeguards against excessive market concentration. Rather than
relying on one actor alone, a shared responsibility model is needed to ensure that economic barriers do
not undermine legal and ethical commitments to protect animal welfare.

Keywords: Animal welfare law, veterinary care, market competition, fair pricing, bioethics.
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INTRODUCTION

As animals have become increasingly
integrated into society and people’s everyday
lives, concerns related to animal welfare have
received growing attention. Consequently, there
have been developments in animal welfare
legislation, both at the European Union (EU)
level and within the national laws of its member
states. However, certain aspects of animal
welfare remain unregulated, raising important
questions regarding the reach and limitations of
the current legal framework.

Amid economic instability and rising prices,
veterinary care for pet animals has become
significantly more expensive. This trend has
sparked political debate in several European
countries and beyond, as recent statistics indicate
that veterinary service providers have increased
their  prices  significantly.  Consequently,
veterinarians report that pet owners, especially
those belonging to vulnerable socio-economic
groups, are delaying necessary care due to
financial constraints (Pasteur et al., 2024).

Several  factors  contribute  to  this
development. In countries with the highest
veterinary costs, the market is often dominated
by a few major corporations, limiting
competition and restricting market access for
smaller providers. Most countries lack legislation
regulating veterinary service pricing, although
some have introduced fee schedules and
municipal veterinary care centers, as well as
proposed tax deductions and further legislation
preventing companies from raising the costs as
of 2025.

This Report examines the legal and ethical
challenges posed by rising veterinary costs in
relation to animal welfare. It addresses relevant
EU, international, and national legislation on
animal welfare (1), ethical considerations (II),
contributing factors and proposed legislative
solutions to the rising costs of veterinary care
(111) and concludes by presenting a conclusion &
recommendations (V).
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I.  CURRENT ANIMAL WELFARE

LEGISLATION

1. Legislation in the EU

At the EU level, animal welfare is primarily
regulated through Article 13 of the Treaty on the
Functioning of the European Union (TFEU).
This article obliges the Union and its Member
States to pay full regard to the welfare
requirements of animals, as sentient beings,
when formulating and implementing Union
policies in various sectors. Article 13 was
introduced by the Treaty of Lisbon in 2007,
elevating the overall legal status of animal
welfare.! It imposes a binding obligation and
holds normative value, influencing both
legislative and judicial interpretations in animal
welfare matters.

While all Member States have taken Article
13 into account when drafting national
legislation, concerns remain about its uneven
enforcement,? particularly its legal status when
balancing other interests and whether it should
be recognized as a general principle of EU law.?

! Before 2007, animal welfare was addressed in a
Protocol on Protection and Welfare of Animals
annexed to the Treaty of Amsterdam (1997), but it
did not carry the same legally binding force.

2 The policy initiative by the European Commission,
EU Strategy for the Protection and Welfare of
animals 2012-2015, aimed at improving the
implementation and coherence of animal standards
across member states by eliminating uneven
enforcement.

3 The article Animal welfare in EU law: Scope and
purpose of Article 13 of the treaty on the functioning
of the European Union published in 2024, discusses
that the interpretation of the term “pay full regard to
the welfare of animals” should give animal welfare
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Although the term ™animal welfare” is not
defined in the treaties, it is generally understood
to refer to a species-appropriate condition, a
concept that is both scientifically grounded and
normative. Article 13 is intended to cover all
animal species, including companion animals.

Animal welfare is further addressed in
Regulation (EU) 2016/429 of the European
Parliament and of the Council of 9 March 2016
on transmissible animal diseases and amending
and repealing certain acts in the area of animal
health (the Animal Health Law). This regulation
sets rules for preventing and controlling animal
diseases to protect both public health and animal
welfare. Although it primarily focuses on disease
control in farm animals, it also includes
provisions relevant to pet animals. Article 10
specifically addresses the responsibility for the
health of kept animals, including their welfare.
The regulation also sets minimum standards for
veterinary practices in the Member States.

In December 2023, the European Commission
introduced a Proposal for a Regulation of the
European Parliament and of the Counsel on the
welfare of dogs and cats and their traceability. It
aims to establish minimum standards for the
breeding, housing, and care of these animals. As
of May 2025, this proposal is still under
consideration and has not yet been adopted into
EU law.

Although secondary EU legislation sets
minimum animal welfare standards, mainly for
farm and research animals, the welfare of pet

particular weight and importance, that Article 13
should be given general principle status, and that
animal welfare should be given higher priority when
balanced against other rights and interests.
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animals is further regulated by international

conventions and national laws.

2. International legislation and other
regulations

Beyond EU legislation, international law
further addresses the animal welfare of pets. In
1987, the Council of Europe introduced the
European Convention for the Protection of Pet
Animals, aiming to ensure pet welfare and
promote responsible ownership. Articles 3 and 4
regulate the basic care and keeping of
companion animals, requiring owners to ensure
their animals' health and welfare, provide
appropriate care, and avoid causing unnecessary
pain, suffering, or distress. As of February 2025,
the convention has been ratified by 27 countries,
including 19 EU Member States. The convention
set early welfare standards for pets, and its
principles have also influenced the national laws
of states that have not formally ratified it.

The World Organization for Animal Health
(WOAH) is an intergovernmental body that
publishes international standards to improve
animal health, mainly through the establishment
of high-quality national veterinary services.
These standards are revised and adopted
annually by its 180 member countries, including
all EU states, which have committed to
incorporating them into their national legislation
and regulations.

In summary, EU and international legislation
provide minimum guidelines for the welfare of
pet animals. However, none of the instruments
mentioned directly regulate access to affordable
veterinary care services, leaving such matters to
the discretion of individual Member States.

3. National legislation

Animal welfare legislation concerning pet
animals is primarily governed by national law.
Member States are free to enact legislation
according to their socio-economic conditions,
cultural norms, and religious beliefs, provided
they comply with Article 13 TFEU, relevant EU
regulations, and ratified international
agreements. This flexibility has allowed
countries to develop specific legal frameworks
addressing various aspects of pet welfare,
including access to veterinary care and pricing.

A. Cvetkovic / BionSika 11(2) SentéuBptoc 2025



Original Article

All EU Member States have enacted some
form of Animal Welfare Act, many of which
exceed the minimum standards set by EU
legislation. These laws share the common goal of
protecting animals from unnecessary pain and
suffering. Most national laws also require pet
owners to provide necessary veterinary care
without delay for injured or ill animals.
Sanctions for non-compliance often include fines
or imprisonment. Many countries have also
adopted Veterinary Practice Acts, which regulate
the professional duties and responsibilities of
veterinarians and their services. Although
veterinary care is recognized as essential to
animal welfare, national laws generally say little
about access to care in terms of fair pricing or
affordability.

Il. ETHICAL CONSIDERATIONS

1. From an Animal Welfare Point of View

One of the central questions highlighted by
this Report is: Why should humans and society
care about animal welfare and the provision of
veterinary care? The ethical status of animals
remains a topic of ongoing debate. While
animals do not possess subjective rights from a
legal standpoint, they are recognized as sentient
beings under EU and international law. Some
member states, such as Germany and Austria,
also recognize animals as beings that are “not
things”, granting them protection under special
statutes. However, in most countries, animals are
still legally considered property, although with
the added protection of animal welfare laws that
mandate humane treatment and appropriate care.

Since animals are acknowledged as sentient, it
is widely accepted that they can feel pain and
therefore have an intrinsic interest in avoiding
suffering. Accordingly, animal suffering should
be prevented whenever possible, including
suffering caused by untreated illness (Singer,
1975). Veterinary care is among the most
effective means of alleviating pain, treating
iliness, and reducing suffering. From a utilitarian
perspective, access to veterinary care is thus an
essential component of animal welfare.

Humans have long domesticated, bred, and
kept animals for companionship, entertainment,
and labor. Today, pet animals are more
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integrated into human life and society than ever
before. These developments suggest a moral
responsibility on the part of pet owners, and a
collective ethical duty of society, to meet
animals’ basic needs and prevent avoidable
suffering, especially as animals are unable to
advocate for themselves (Pasteur, 2024).

While some scholars argue that animals have
basic moral rights, including the right to have
their essential needs met, such as access to
veterinary care, the ethical debate often centers
on how to balance these responsibilities with
economic constraints. Critics may argue that the
duty to provide care lies solely with the owner,
not the state or broader society. From a
libertarian perspective, one might oppose that
market-driven solutions are preferable, and that
subsidizing or regulating veterinary care would
infringe on personal freedom and autonomy
(Nozick, 1974). Conversely, others argue that
market values do not belong in every sphere of
life, and that moral limits should be placed on
the free market, which could apply to veterinary
care from an ethical and animal welfare
standpoint (Sandel, 2012).

2. The Human-Animal Bond

Another key ethical dimension of veterinary
care access is the human-animal bond.
Numerous studies have shown that this bond
benefits both animals and humans.* Given its
importance in modern society, the lack of access

* Research on the human-animal bond consistently
shows positive effects on both human and animal
well-being. Studies have linked pet ownership to
reduced stress, improved mental health, and lower
blood pressure in humans, while animals benefit from
increased social interaction, stimulation, and care
(Friedmann and Son, 2009).
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to veterinary care negatively impacts both human
and non-human members of communities
(Blackwell, 2023). The current economic climate
has made it more difficult for many pet owners,
especially those from  socio-economically
vulnerable groups, to afford veterinary care.
Inflation and rising veterinary costs have
contributed to these challenges. Research shows
that some owners avoid purchasing pet insurance
or are forced to cut other essential expenses to
afford veterinary treatment (Reader and
Summers, 2024). As animal welfare laws evolve
at both the EU and national levels, pet owners
face increased legal obligations to meet the
needs of their animals. Failure to do so may lead
to legal consequences. Therefore, access to
affordable veterinary care is not only a matter of
animal welfare but also a pressing socio-
economic concern.

I11. CAUSING FACTORS AND
PROPOSED LEGISLATIVE SOULTIONS
TO THE RISING COSTS OF VETERINARY
CARE

1. Causing Factors

The rising costs of veterinary care can be
attributed to several interrelated factors. One of
the most significant is inflation, which has
generally driven up the cost of goods and
services. However, the cost of veterinary care
has increased at a rate significantly higher than
that of many other services, outpacing overall
inflation in several countries.’

5 A 2024 study published in Frontiers in Veterinary
Science reports a 25% increase in the cost of
veterinary care services in Sweden since 2023 — an
increase that exceeds the general Consumer Price
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This disproportionate increase is largely
attributed to structural distortions within the
veterinary sector, which have enabled large
corporate actors to raise prices for consumers.
This trend is particularly evident in countries
where veterinary expenses have risen drastically.
Other contributing factors include a lack of price
transparency, and the increasing costs associated
with advanced medical technologies and
equipment.

These developments have sparked political
debate, not only from an animal welfare
perspective but also in terms of market fairness
and competition. In response, several countries
have implemented, or are considering, legislative
interventions aimed at safeguarding animal
welfare while keeping veterinary services
accessible and affordable for pet owners. The
following section outlines existing and proposed
legislative solutions intended to address these
challenges and improve access to veterinary
care.

2. Legislative Solutions

a) The Fee Schedule in Germany

Germany is currently the only country that
provides concrete legislation regulating the
pricing of veterinary care services. Article 12 of
the Federal Veterinary Practicing Act (BTAO)
authorizes the Federal Government to regulate

Index (CPI). Comparable trends have been observed
in Denmark and Norway. According to Euromonitor
International, veterinary care prices in Greece rose in
2022 as a result of high inflation. In the United
Kingdom, the Competition and Markets Authority
(CMA) has documented a 50% increase in veterinary
costs between 2015 and 2023, also surpassing the
general rate of inflation.
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veterinary service fees, including the prices and
price ranges for medicinal products used by
veterinarians, within a schedule of fees. The law
further states that the legitimate interests of both
veterinarians and those obligated to pay the fees
must be taken into account.

The government-mandated Fee Schedule for
Veterinarians (Gebuhrenordnung fiir Tierarzte,
GOT) was originally issued in 1940 based on
Article 12 and was comprehensively revised in
1999 to its current form. The schedule sets a fee
range for veterinary services from at least one to
a maximum of three times the set base fee,
depending on the nature and complexity of the
service provided. Its primary aim is to ensure
standardized and transparent charges that
maintain fairness for both veterinarians and pet
owners, while also preserving access to
affordable care within a regulated framework.

In May 2022, the German Federal Ministry of
Food and Agriculture presented a draft bill
proposing amendments to the GOT, arguing that
it was outdated and no longer reflected current
veterinary practice or economic conditions. The
proposed changes were based on recent research
and consultations with the Federal Chamber of
Veterinarians, which included surveys and expert
interviews analyzing the costs and structure of
veterinary clinics.® The revised GOT included
increased basic fees, provisions allowing
veterinarians to charge above the standard rate in

® From the collected data in the report Examination of
the Financial and Structural Impacts Regarding the
Appropriateness of the Fee Rates of the Veterinary
Fee Schedule (GOT), the average cost per treatment
minute was calculated at €2.25. This was used to
determine revised fees, considering time and service
specific data.
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certain circumstances, and mandatory travel fees
for home visits, among other changes.

The draft bill asserts that the amendment is
compliant with applicable EU law. In accordance
with Directive (EU) 2018/958 on conducting a
proportionality assessment before adopting new
regulations for professions, an evaluation was
carried out. The conclusion was that the revised
fee  categories and  adjustments  were
proportionate, being evidence-based,
transparently derived, and mindful of economic,
structural, and professional considerations. The
bill also addressed regulatory impacts, noting
that veterinary services would become more
expensive. Nonetheless, it argued that the
willingness to seek veterinary care would likely
remain high due to existing animal welfare
obligations. From a sustainability perspective,
the amendment was also seen as contributing to
economic growth and improved animal health,
aligning with sustainable development goals.

In stakeholder consultations, the German
Animal Welfare Association emphasized the
importance  of  fair  compensation  for
veterinarians in maintaining a nationwide care
network and veterinary infrastructure. However,
it expressed concern that fee increases could
negatively impact animal shelters, welfare
organizations, and economically vulnerable pet
owners. While financial improvements for
veterinarians were deemed necessary, the
Association stressed that animal welfare must
not suffer as a result.

Similarly, the Federal Office for Technical

and Scientific Affairs, along with the
Association of Independent Small Animal
Clinics, welcomed the amendments, citing

severe staffing and compensation issues in the
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profession. However, they also argued that many
service fees remain too low and that the
amendment represented a missed opportunity to
secure the long-term future of the veterinary
profession through a truly modern and
sustainable fee structure.

Following the enactment of the legislation,
the Scientific Services of the Bundestag
published a 2024 report summarizing the status
of the GOT.” The report noted concerns that pet
owners' interests may have been
underrepresented during the amendment process,
particularly in light of the sharp fee increases.
Questions were also raised as to whether the
changes had achieved their goal of ensuring fair
pricing from the perspective of pet owners.®
Although the GOT has historically faced
criticism from the EU for restricting competition
in a liberalized market,’ German legislators
maintain that the 2022 amendments align with
applicable EU directives.

" German Bundestag, Legal Questions Regarding the
Veterinary Fee Schedule (GOT), Scientific Services
Report WD 8 — 3000 — 066/24, September 2024.

8 In 2023, the Association of German Animal
Keepers (VDTH) submitted a petition to amend the
GOT, based on that treatment costs for pet owners
have increased dramatically driving pet owners into
debt and endangering animal welfare, since animals
are being treated inadequately or too late, surrendered
to animal shelters or abandoned.

® From a historical and political point of view, GOT
is over 80 years old with aspects such as inflation and
World War Il being catalysts for it. It has also
historically received criticism from the EU regarding
the Fee Schedule being anti-competitive in the light
of 2006/123/EU Directive on Services in the Internal
Market (Bartkowiak, 2017).
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b) Government Funded Veterinary Care

in Greece

A few EU countries, including Greece, have
introduced legislative initiatives that provide free
veterinary care through municipal or public
programs. These initiatives primarily target
socio-economically vulnerable pet owners and
aim to address the issue of stray animal
populations.

Greece’s main legislation governing animal
welfare is the Animal Welfare Act 4830/2021
(the Act), which came into effect in September
2021. The purpose of the Act is to protect
domestic animals and promote responsible pet
ownership. A key feature of the Act is the
establishment of a new funding framework
known as “Argos”, which allocates funding to
municipalities and fosters collaboration with
animal welfare organizations. The program is set
to receive €40 million for the construction and
equipping of shelters and veterinary clinics.°

Article 10 of the Act mandates that
municipalities establish and operate municipal
veterinary clinics and animal shelters. These
measures are part of a national strategy to
manage and care for both stray animals and pets.
This marks a significant shift from previous
legislation, which placed full responsibility on
pet owners and veterinarians for implementing

the law. Under the new framework,
municipalities may  fulfill these duties
individually, in  cooperation with  other

municipalities, or in partnership with registered
animal welfare organizations.

In addition, Article 4(13) of the Act
recognizes pet owners belonging to vulnerable or
socially disadvantaged groups. It requires

10 Available at: https://www.ypes.gr
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municipalities to provide free services such as
sterilization and vaccination for animals owned
by individuals in these groups. Eligible
individuals include people with disabilities,
families with multiple children, single-parent
households, and unemployed people receiving
the minimum guaranteed income. This provision
aims to promote responsible pet ownership and
prevent the abandonment of animals due to
financial hardship.

The “Argos” program has been widely
praised by animal welfare organizations and the
public as a progressive step toward reducing
irresponsible pet ownership and improving
animal welfare. However, some stakeholders
have described the program as overly ambitious
and difficult to implement in practice. Concerns
have been raised regarding the lack of adequate
resources, training, and expertise among local
authorities, particularly within municipalities
tasked with enforcing the law. Some pet owners
have also criticized the program for the added
financial burden associated with mandatory
sterilization and registration, despite the
government’s recent decision to reduce overall
service fees (Siettou et al., 2024).

Although the Act is considered one of the
most progressive animal welfare laws in the EU,
its practical effectiveness remains uncertain. A
post-implementation review is expected in 2026,
which will provide a clearer picture of the law’s
impact and long-term feasibility.

c) Veterinary Market Investigations in the
United Kingdom

The trend of rising veterinary costs is not

limited to the EU. In May 2024, the United

Kingdom’s Competition and Markets Authority
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(CMA) launched an in-depth  market
investigation into veterinary services for
household pets'!, in response to the growing
costs that have sparked widespread concern
among pet owners and raised questions about the
impact on animal welfare. A key focus of the
investigation is the lack of market competition
and pricing transparency, which are believed to
be driving disproportionately high profit
margins.

The investigation has identified several major
concerns in the United Kingdoms’ £5 billion pet
care industry. According to CMA working
papers, the most pressing issues include the
consolidation of formerly independent veterinary
practices by a few large corporate groups and the
lack of transparent pricing. In recent years, the
United Kingdom veterinary sector has
experienced significant consolidation, with
nearly 60% of first-opinion veterinary practices
now owned by the six largest corporate
veterinary groups®2. This is a substantial increase
from 2013, when only 10% of practices were
corporately owned. These developments have
raised concerns about potential breaches of
national competition law, which is designed to
ensure markets remain sufficiently competitive
to protect fair pricing, innovation, and consumer
choice.

Legal scholars have pointed to the role of
private equity-backed corporations as a key
driver of these trends. These corporations

1Available at: https://www.gov.uk/cma-
cases/veterinary-services-market-for-pets-review

12 |vVC Evidensia (the largest corporation, with a
share of approximately 22 %), Pets at Home, CVS,
Linnaeus, Medivet, and VetPartners. Of these, IVC,
Medivet and VetPartners are each owned or
financially backed by private equity groups.
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provide capital, strategic oversight, and
operational support to acquire and integrate
smaller practices, capitalizing on the fragmented
and underfunded nature of the veterinary market,
especially in rural areas. Many of these
businesses employ “roll-up” strategies, acquiring
independent clinics while retaining their original
branding. This can obscure corporate ownership
and maintain consumer trust, but it also raises
concerns about misleading impressions of
market diversity and competition. While such
strategies may improve operational efficiency,
critics argue they often prioritize short-term
profits, reduce service quality, and create barriers
to transparency (Reader and Summers, 2024).
The CMA has the authority to implement
legally binding remedies if it concludes that
competition is being hindered. Although the
United Kingdom has a voluntary merger
notification system, the CMA maintains a
proactive  strategy for identifying and
investigating problematic acquisitions. Since the
launch of the market investigation, four mergers
have been reviewed, all of which were found to
pose a realistic risk of substantially lessening
competition. Potential remedies at the CMA’s
disposal include requiring businesses to disclose
specific information to consumers, setting
maximum fees for veterinary services, or
ordering the divestment of businesses or assets.
As of May 2025, several major veterinary
corporations have formally responded to the
ongoing investigation. While these companies
urge the CMA to consider the wider industry and
societal changes that are shaping the veterinary
sector, such as technological advances, evolving
medical knowledge, and changing societal
expectations regarding pet care, they appear to
be preemptively aligning with anticipated

regulatory recommendations. Notably, many
practices have begun publishing more
comprehensive  pricing information online,

which some academics interpret as a strategic
move to avoid stricter regulatory measures
(Reader and Summers, 2025). The CMA is
expected to issue a provisional decision in
summer 2025, with a final report due in
November. The findings could lead to significant
reforms in the veterinary sector, including new
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regulatory frameworks aimed at
competition and transparency.

Concerns about the corporatization of
veterinary medicine are not unique to the United
Kingdom.*® Similar trends are observable across
Europe, where several multinational corporations
operate by acquiring and consolidating private
practices. While the EU does not currently
maintain a unified legal framework regulating
veterinary corporate ownership, some member
states have implemented national laws to restrict
non-veterinary ownership. For example, in
France, veterinary businesses must be majority-
owned by licensed veterinarians to safeguard
professional independence and avoid conflicts of
interest. In Austria, limited non-veterinarian
ownership is permitted, provided veterinarians
retain decisive control. In contrast, countries like
the United Kingdom and Sweden currently lack
such regulations, allowing for broad non-
veterinary ownership (Diana et al., 2025).

Professional associations across Europe have
raised concerns about the potential conflict of
interest posed by corporatization, emphasizing
the need to protect veterinary independence and
uphold animal welfare. Additionally, the
European Commission has addressed
competition issues related to vertical integration
in the veterinary sector, calling for closer
scrutiny of mergers and acquisitions that may
harm market competition.4

improving

13 In 2022/2023 around 16% of veterinarians worked
in corporate practices across 37 European countries,
with the highest numbers of veterinarians working in
corporate practices are seen in the United Kingdom
(44%), Sweden (34%), and Norway (27%)
(VetSurvey, 2023).

14 The European Commission cleared Mars, Inc.
acquisition of AniCura subject to an in-depth review
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While much of the debate focuses on market
dynamics and affordability, animal welfare
remains a central concern. Although there are
currently no dedicated studies assessing the
impact of corporatization on animal welfare, it is
suggested that the effects may be twofold. On
one hand, corporate ownership may enable
greater investment in advanced treatments and
technologies; on the other hand, rising costs
could deter pet owners from seeking necessary
care. Some academics argue that the current
market structure, particularly where cost
pressures meet aggressive consolidation, puts
animal welfare at risk (Diana et al., 2025; Reader
and Summers, 2024).

d) Proposed Bill for Tax Relieves in the
United States of America

The trend of rising veterinary care costs is
also evident outside of Europe. In the United
States of America (USA), the cost of urban
veterinary services has increased by nearly 60%
over the past decade and rose by 7.9% between
February 2023 and February 2024.° This
significant increase has led many pet owners to
delay or forgo necessary veterinary care for their
animals.

In response, a bipartisan bill titled The People
and Animals Well-being Act of 2024 (PAW Act,
H.R. 9508) has been introduced in the United
States House of Representatives. The bill seeks
to improve the affordability of veterinary care

of competition concerns arising from vertical
integration, particularly the risk of input and
customer foreclosure in the pet healthcare and pet
food markets (Case M.9019 - Mars/BVA,
Commission Decision of 9 November 2018).

15 Bureau of Labor Statistics. Available at:
https://www.bls.gov/news.release/cpi.t02.htm
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and pet health insurance by amending the
Internal Revenue Code of 1986, the federal tax
law, to classify certain veterinary expenses for
pets and service animals as qualified medical
care expenses under tax-advantaged accounts.

The PAW Act proposes to allow pet owners
to use Health Savings Accounts (HSAs) and
Flexible Spending Accounts (FSAS) to cover up
to $1,000 annually for veterinary care or pet
health insurance premiums. For individuals who
rely on service animals, particularly those
assisting with physical or mental disabilities, the
bill would permit unlimited veterinary care
expenses to be covered through these accounts.
This would effectively exempt such expenses
from income tax, thereby reducing taxable
income and alleviating the financial burden of
veterinary costs.

The bill has received public endorsement
from key stakeholders, including the American
Veterinary Medical Association (AVMA) and
the Human Animal Bond Research Institute
(HABRI). Both organizations emphasize its
potential to improve access to veterinary care
and strengthen the human-animal bond. As of
May 2025, the PAW Act remains in the early
stages of the legislative process and has been
referred to the House Committee on Ways and
Means. It is still awaiting a formal cost estimate
and additional input from relevant stakeholders.

IV. CONCLUSION &
RECOMMENDATIONS

Based on the presentation above, several
initial conclusions can be drawn. The issue of
rising veterinary costs is observable across
multiple countries, yet the legislative responses
to this problem differ significantly, particularly
regarding which actors are expected to bear the
financial responsibility of the solution. In
Germany, the Fee Schedule and the proposed
market regulations in the United Kingdom
primarily place obligations on veterinary
businesses and corporate entities. In contrast, the
establishment of municipal veterinary clinics in
Greece and proposed tax relief measures in the
USA shift the responsibility toward the state,
aiming to reduce the financial burden on pet
owners. In jurisdictions where no regulatory
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interventions have been implemented to control
pricing or ensure access to affordable veterinary
care, market forces are left to determine costs,
resulting in pet owners shouldering the full
economic burden.

While access to affordable veterinary care is
an issue of growing concern from an animal
welfare perspective, the political discourse is
largely driven by considerations of market
dynamics and the financial capacity of pet
owners, often placing animal welfare as a
secondary concern. This raises the question of
whether legislation in other areas, such as
competition law and tax law, could have a
positive indirect effect on animal welfare, even if
this was not the primary intention of the
legislators. Although the proposed measures do
not stem directly from an animal welfare
perspective, they may nonetheless contribute to
improved welfare for pet animals by making
veterinary care more financially accessible.

The central issue addressed in this report is
the conflict between animal welfare and the free
market dynamics of veterinary services.
Economic considerations are consistently present
in discussions on animal welfare, requiring a
careful balance between cost factors and ethical
responsibilities. The following part presents
recommendations that may prove valuable in
developing future regulations aimed at ensuring
fair pricing and accessible veterinary care
services.

1. Current legislative measures tend to place
the financial burden exclusively on a single actor
within the market, whether it be the veterinary
sector, the state, or the pet owner. A more multi-
faceted approach would involve distributing this
responsibility across all three parties through a
combination of targeted legislative solutions. By
doing so, the overall financial burden would be
shared more equitably, reducing the pressure on
any one actor and fostering a more sustainable
and fair system for funding veterinary care.

2. Introducing the possibility of government-
mandated exceptions to free-market regulations
for basic veterinary care could help ensure
compliance with animal welfare laws. One
potential approach is the implementation of a
standardized fee schedule that guarantees fair
compensation for veterinarians while preventing
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excessive  profit  margins.  Government
intervention should be carefully balanced and
proportionate to avoid anti-competitive effects,
while still allowing the veterinary sector to profit

and invest in advanced treatments and
technologies, ultimately benefiting animal
welfare.

3. By promoting national legislative measures
that enhance price transparency and ensure fair
competition, pet owners would gain greater
oversight of veterinary pricing and market
concentration. This would make it more difficult
for large corporations, particularly those backed
by private equity, to undermine the veterinary
sector, thereby helping to preserve veterinarians’
independence and prevent profit-driven practices
from compromising animal care. Enhancing
market competition regulation could
subsequently contribute to making veterinary
care more affordable.

4. To support socio-economically vulnerable
groups, municipal clinics and tax reductions
represent potential solutions. However, these
measures often face practical implementation
challenges and may lack cost-effectiveness when
executed on a greater scale. It can be argued that
such approaches primarily address the symptoms
of a dysfunctional system rather than its root
causes. Consequently, legislative efforts would
likely be more effective if directed toward
addressing the underlying factors driving the
issue.
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Abstract

If Artificial Intelligence envisages the 4.0 Industrial Revolution and if Technoethics is the multi-
disciplinary field that sounds out and discerns the ways our value systems are impacted in the light new
technologies, this Article seeks to bring forward opinions voiced on the future of human society, politics
and democracy. Is the excessive deployment of Al in both private and public sphere capable of affecting
our way of thinking, judging, acting, reacting, making (or delegating) decisions and participating in the
res publica? Capitalizing on the field of neuroethics and political science we classify the procedures of
human political decision-making, while bringing forward the opinions of techno-optimist and techno-
pessimist scholars. Line of arguments ranging from bona fide usage of Al, ethical policy making,
enhanced democratic representation down to solutionism and democratic perils of Algorithmic Decision-
Making, Echo Chambers, Al biases, and gaps in Accountability, Responsibility, Transparency and
Explanation will be presented as a bibliography overview. In the Discussion area paradigms and ethical
dilemmas will be outlined for the interest of future research.
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