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Blockchain technologies for leveraging security and privacy

Costas Vassilakis®

Abstract: The contemporary internet has developed into a complex ecosystem involving
humans, services, applications, machines and applications that interact exchanging infor-
mation, ranging from e-mail messages and social media content to crowdsourcing data and
videoconferencing. In this context, a number of security threats such as viruses and malware
exist, while additionally the users’ privacy is jeopardized by threats such as personal data
leakage, usage pattern monitoring, and so forth. The loT trend renders the Internet ecosys-
tem even more complex, by adding a rich set of services, applications and machines, many
of them backed by new user roles; these elements are weaved into everyday life and indus-
try alike. This increases both the number of opportunities available to threat agents for ex-
ploitation and the volume and value of the underlying infrastructure and data, increasing
thus the user risk level. In this paper, we explore how the Blockchain technology can be
used to leverage security and privacy in the modern Internet, both by providing underpin-
nings for preventive measures and by facilitating digital forensic evidence collection storage,
safeguarding and controlled access.
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Texvoloyieg blockchain ywa evioxuon

NG aopAAELAC KAL TNG LOLWTLKOTNTOC

Kwotac Bacthaknc'

NMepiAnyn: To olyxpovo Sladiktuo €xel e€eAxBel og Eva MOAUTTAOKO OLKOCUOTNUA TIOU TTE-
pLAapBAaveLl avBpwIoug, UTNPECLEG, CUOKEVEG Kal epapuoyEG Tou aAAnAemiSpolv avtal-
Adooovtag mAnpodopieg, oL omoieg mokilouv amod pnvopata NAEKTpovViKoU TaxuSpoueiou
KOl TLEPLEXOUEVO KOWWVIKNG SIktuwong éwg dedopéva mAnBomoplopou Kot Bvteodlaoké-
PeLg. 2 auto to mMAaiolo epdaviletal Eva ANB0C anod anellég otnv aodalela 6w oL Lol
KOl TO KOKOBOUAO AoylopLko, evw moapdAAnAa StakuBeveTal N IOLWTIKOTNTA TWV XPNOTWV
amo anelAéC Onwe n dtappon mpoowriikwv dedopévwy, n e€aywyn potifwv xpriong K.o.K. H
taon tou Atadiktiou Twv Mpayudtwy (loT) kabBlotd to olkooUOTNUA TOU SLASIKTUOU OKOWN
TIO TTOAUTTAOKO, TIPOCBETOVTAG £va EUPU CUVOAO UTINPECLWY, EQAPUOYWV KOL CUCKEUWY,
TIOAAEG amod TIG onmoleg umtootnpilovtal and VEoug pOAOUC XPNOTWVY, KOL OL OTIOLEG £XOUV EV-
ocwpatwOel Tooo otnv KaBnuepv {wn 600 Kat otn Bopnxavia. Auti n €€EALEN oAamAa-
olalel To MANBOC TWV EVUKALPLWV TIOU €ival SLaBECLUEC Yol EKLETANAEUON OTOUC EMITIOEUE-
VOUG, KaBwg Kal Tov OyKo Kal tnv afia twv dedopévwy, aufavovtog £ToL Tov cUVOALKO Bab-
HO KvUVOU yla TOUG EUTTAEKOEVOUG XPAOTEG. ITNV tapouoa epyacio SLEpeUVOUE TO TTWG
n texvoAoyia blockchain pmopet va xpnowomnownBel yia tnv enavénon tng acpaielog Kat
NG WOWTIKOTNTAC OTO HOVTEPVO SLadikTuo, mapéxoviacg To umoBabpo yLo TTPOANTITIKA UE-
P, KaBwg Kot dteukoAuvovtag tn cuAloyn, dtaoddAlon kal eAeyxopevn pocBacn oe Yn-
dlakd eykAnuotoAoyLkd otolxeia.

Négerg-kAewdLa: blockchain, aopadlcia, btwtikotnta, Stadiktuo TwV MPAYUATWY

Introduction: Contemporary internet and related threats

The contemporary internet has developed into a complex ecosystem involving humans, ser-
vices, applications, machines and applications that interact exchanging information. The
type and value of this information depends on the nature of the application that is involved
in the current activities, and may range from e-mail messages and social media content to
crowdsourcing data, health-related data and videoconferencing. The hardware, software
and data involved in this context constitutes assets, with each asset having a value for its
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owner and users (ENISA, 2019). For each asset, a number of security threats exist which may
demote the value of the assets: these threats are realized through unauthorized access, de-
struction, disclosure, modification of data, and/or denial of service (ENISA, 2019). Many
threats entail also issues for user privacy, including personal data leakage, extraction of pat-
terns of behavior, and so forth.

Recently, the Internet of Things (loT) has emerged (Gubbi et al., 2013), adding a rich set of
services, applications and machines, which are weaved into everyday life and industry alike.
Predominant examples of devices used in the user’s everyday life are smartphones, tables
and wearable computing devices (e.g. smartwatches), while in the domain of industry the
Fourth Industrial Revolution covers concepts such as trends of automation, scaling and data
exchange in manufacturing technologies (Tsekeris, 2018). This set of services increases the
exposed attack surface, i.e. the actions externally visible to the system’s users together with
the system resources (Manadhata & Wing, 2011). As Manadhata & Wing (2011) note, the
more exposed the attack surface, the more likely the system could be successfully attacked,
and hence the more insecure it is. Together with the expansion of the attack surface, the loT
renders easily accessible new types of personal data, significantly increasing the threat level
to user privacy: for instance, smartwatches collect and transfer heart rates; security camer-
as capture the interior of homes; smartphones can convey the user location: any compro-
mise of these devices or the relevant data transfers would make these data (which include
sensitive data) accessible to attackers. The new level of risk can be conceived by considering
that the number of loT devices with Internet connection in the forthcoming years is ex-
pected to become equal to approximately twice the number of non-loT devices (cf. Figure
1), in combination with the fact that the hardware, firmware and software of loT devices is
not well-engineered in terms of security, since the average loT device has 25 security flaws
many of which are considered to be serious threats to device security and user privacy (HP,
2014). We note here that a compromised device can be exploited by attackers as a stand-
point for launching new attacks: this constitutes a significant threat to the operation of the
network as a whole (e.g. the Mirai Botnet orchestrated over loT devices has proven to be
related to the most disruptive distributed denial of service (DDoS) attacks (CloudFlare,
2017)), while a device owner could also face legal consequences if her devices were used for
attacking other users’ infrastructure.
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Figure 1. Projected increase of number of loT devices (loT Analytics, 2018)
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In this paper, we explore how the blockchain technology can be used to leverage security
and privacy in the modern Internet, both by providing underpinnings for preventive
measures and by facilitating digital forensic evidence collection storage, safeguarding and
controlled access.

Goal, elements and outline of the blockchain technology

The Blockchain technology has its roots at the first ever decentralized cryptocurrency which
was termed “bitcoin” (Barber et al., 2012; Grinberg, 2012). Prior solutions required the ex-
istence of a single trusted party to guarantee for the validity, authenticity and notarization
of transactions; however this requirement introduced a series of issues, and most notably
(Puthal et al., 2018):

1. The trusted party may become rogue and therefore incapable of operating as a
trusted party.

2. The trusted party may become compromised and therefore intruders get access to
all the data and/or shut off its operation. In this respect, the trusted party consti-
tutes a single point of failure.

3. Usage of a single trusted party is prone to bottlenecks; peer-to-peer communication
may alleviate this problem.

4. It may be possible that the trusted party cannot be actually trusted to guarantee the
authenticity and validity of all transactions, e.g. for reasons of conflict of interest.

Blockchain operates in a distributed fashion, with all participants assuming part of the re-
sponsibility of ascertaining the authenticity, validity and persistence of transactions. It is
based on the following basic pillars (Cachin, 2018):

e Distribution and replication: the ledger is distributed among the participants of the
blockchain system, and each of the participants maintains its own copy. Copies are
append-only, contain the whole transaction history and the Blockchain protocol
guarantees that past entries cannot be modified or tampered with.

e Cryptography: the integrity of the ledger and the privacy and authenticity of transac-
tions as guaranteed through cryptographic techniques. Appropriate cryptographic
techniques are also used to provide strong identity guarantees for participants.

e Consensus: The transactions, as well as each “block” of information recorded in the
blockchain are validated using a consensus mechanism. Effectively, the majority of
nodes decides (in cases of disagreement) on which is the version that should be ac-
cepted and stored in the blockchain. As noted in (Kolokotronis, 2018), transactions of
honest nodes will be included into honest players’ blockchains and honest nodes will
also agree upon a common prefix of the blockchain.

e Business logic: the ledger integrates the business logic that must be executed in the
context of transactions; this makes storage of information inseparable from the rele-
vant business aspects and business-level validations.

The basic flow of a blockchain transaction constitutes of the following steps:

e Atransaction request is submitted
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The transaction is sent to a peer network
The network validates the transaction and the user status using known algorithms

The validated transaction is combined with other transactions and creates a new da-
ta block

The new block is attached to an existing blockchain in a persistent and immutable
fashion

Figure 2 illustrates this flow.
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Figure 2. Basic flow of a blockchain transaction

Employing blockchain technologies for leveraging security and privacy

In this section we outline opportunities for exploiting blockchain technologies in the context
of improving security and user privacy, especially in the presence of loT devices:

Registration of legitimate loT devices: users, upon purchase and installation of a new
device in their premises (smart homes; industries; offices; etc.) carry out a special
procedure to register the device as being known and legitimate. The registration ac-
tion and related information for the device are stored in a blockchain, and is subse-
guently exploited by specialized software to distinguish between activities carried
out by legitimate and illegitimate/rogue devices. This software may be intrusion de-
tection or intrusion prevention systems (IDS/IPS) (Scarfone & Mell, 2012), which will
defend the installation against malicious activities.

Identification and recording of security concerns and vulnerabilities: Specialized
software can detect the security issues and vulnerabilities associated with legitimate
devices in user premises. This information can then be extracted and used to deter-
mine the probability that a device has been compromised (devices with more vul-
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nerabilities are more probable to be compromised) and hence the level of trust that
should be assigned to this device. Devices with low level of trust will be impeded to
perform certain activities within the system, especially ones involving high risk.

e Underpinnings for device integrity verification. Checksums (typically cryptographic
hashes) of the legitimate devices’ firmware, operating system files and configuration
files can be computed at a stage that they are known to be clean (non-infected); at
later time points, the process can be repeated and newly computed checksums can
be compared with those stored in the blockchain. Should discrepancies be identified,
the devices are flagged to have been tampered with and device owners are alerted.

e Maintenance of an update, service or reconfiguration record of the devices. When a
device is updated, serviced or reconfigured, a new record is stored in the blockchain
containing information about the procedure carried out (who, when, what). Upon
firmware update, operating system update or reconfiguration of the device, the
checksum computation procedure mentioned in the previous item is also repeated.
The blockchain can also be used to store and access checksums of update files (i.e.
firmware update files or operating system patch files), to allow for verification of
their authenticity and integrity and avoid the use of infected update files.

e Recording of forensic evidence for further exploitation. When traces of attack or
breach are identified, these can be securely stored in the blockchain: the secure
timestamping and the immutable past properties of the blockchain will leverage the
proofing value of this evidence before authorities.

It has to be noted here that the above listed information stored in the blockchain may con-
vey personal data or be otherwise needed to be kept private, since e.g. publishing which
vulnerabilities are present at a device can lead adversaries to launch more effective attacks.
This issue can be tackled, by arranging that personal, sensitive or otherwise non-disclosable
information is stored in the blockchain in an encrypted form, and henceforth only parties
holding the decryption keys would be able to effectively access the information.

Conclusions

In the modern Internet multiple threats exist for security and user privacy exist, which are
aggrieved by the loT trend. The blockchain technology can offer the underpinnings to build
mechanisms for alleviating these concerns, both at prevention level and at digital forensic
maintenance and access level. A number of such directions have been identified in this pa-
per.

It has to be noted here that while the blockchain technology is complex, its use need not be:
appropriately build tools and utilities can arrange for a user-friendly way to access block-
chain functionalities and blockchain-supported processes that enhance security and privacy.
Furthermore, the creation and maintenance of the blockchain infrastructure and related
tools may be delegated to providers, in the same way that ISPs arrange for the provision of
internet services: under this model, users will only have to subscribe to a provider and
thereafter receive services realizing enhanced levels of security.
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