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Abstract:  
Purpose – This review aims to highlight the innovations and 

contradictions of Blockchain Technology applications in Records 
regarding the General Data Protection Regulation (GDPR) of the 
European Union (EU). 

Design/methodology/approach – An extensive literature review 
was conducted, which revealed of many articles based on research 
into blockchain, most written from a legal perspective. This report 
focuses on the extent of analysis of the contradiction that exists 
between Blockchain information storage and international personal 
data protection legal requirements, with an emphasis on EU. The 
variety of proposed solutions to overcome this issue are discussed.  

Findings – The incompatibility between blockchain technology 
and data privacy is because of three fundamental inconsistencies: 
(a) Data cannot be modified once inserted into a block, which 
conflicts with the right to delete and correct them; (b) Data is 
publicly available in each participant of the blockchain, a function 
that conflicts with the principles of confidentiality, accountability, 
and the designation of a central data processor; and (c) The data is 
stored indefinitely, in conflict with the GDPR principles related to 
the purpose, necessity and minimizing of information.  

Originality/value - This paper presents an original analysis of the 
implications of adopting Blockchain in Records Management, as 
well as the implications arising from GDPR. 
 

Index Terms — Records management, Information Governance, 
Blockchain Technology, GDPR.  

I. INTRODUCTION 

The advancements in technology have led to an increase 
in better information management systems. One such 
system is blockchain, which refers to a digital method used 
to record information, making it difficult to cheat, modify, or 
hack [1]. Essentially, blockchain can also be defined as 
transactions that are duplicated or distributed across a large 

 
 

computer network. A set number of transactions 
characterizes each block within the chain. Essentially, 
ledgers are added whenever a transaction occurs within the 
entire blockchain [1]. Blockchain operates as a Decentralized 
Ledger Technology, allowing data management by many 
individuals. Blockchain is crucial in business management, as 
it simplifies traceability and verification of various 
commercial transactions, logistics, or product manipulations 
[2]. In this context, a multistep operation can be easily traced, 
making tracking and operations more efficient. Blockchain 
also secures transactions, accelerates data processing, and 
reduces compliance costs [1]. As an unchangeable digital 
ledger, blockchain prevents modifications that could lead to 
malpractices costing businesses. The encryption component 
also enhances security, preventing unauthorized access. 

There are different types of blockchains, including public, 
hybrid, private, and sidechains. Public blockchains have no 
restrictions on people's access. Because they are 
permissionless, anyone with internet access can participate 
and perform transactions [1]. In contrast, private 
blockchains are controlled by permission rights, meaning 
unauthorized personnel cannot access them. Validator 
participation and open access are not allowed in this case [2]. 
For hybrid blockchains, both decentralized and centralized 
features are combined. There is a significant difference 
between blockchain for record management and blockchain 
used in general data protection regulation (GDPR) [1]. This 
review examines the differences between these two and 
how they relate to blockchain technology. 

II. METHODOLOGY 

This literature review aimed to examine whether 
blockchain technology can be effectively used in records 
management without infringing on the General Data 
Protection Regulation (GDPR) regulations. To investigate 
this, a thorough review of scholarly and technical sources 
was performed using reputable academic databases such as 
Google Scholar, Scopus, and Web of Science, among others. 
The chosen literature includes peer-reviewed journal 
articles, white papers, regulatory guidelines, and case 

Innovations and Contradictions in Applying 
Blockchain Technology in Records 

Management under General Data Protection 
Regulation 

Nikolaos Kareklas, Artemis Chaleplioglou 
Department of Archival, Library & Information Studies, University of West Attica, Athens, Greece 
nkareklas@uniwa.gr [ORCID: 0009-0008-6228-5992], artemischal@uniwa.gr [ORCID: 0000-0002-

6519-7428] 
 



 
   

Innovations and Contradictions in Applying Blockchain Technology in Records Management under General Data Protection Regulation 
Journal of Integrated Information Management - Vol 10, No 01 

 

50 

 

studies published between 2014 and 2025. This multi-source 
approach provided a well-rounded understanding of both 
the legal restrictions imposed by GDPR and the technical 
capabilities of blockchain to ensure transparency, security, 
and accountability in records management systems. 

The primary focus was on technical articles addressing 
compatibility issues between blockchain transaction 
recording and the GDPR. Books were also considered to 
clarify the differences between the two study components. 
The main challenge encountered was finding material 
suitable for completing the literature review assignment. 
Few scholarly articles cover the topic of data management in 
blockchain. Most reports were irrelevant to this study's aims, 
making it difficult to find accurate materials. The following 
inclusion criteria were applied: first, articles were checked 
for relevance to the study topic; specifically, the report 
topics should include either blockchain in records 
management or blockchain and GDPR. Those that passed 
this criterion were examined for the second criterion, a 
publication date limit. Only books or papers published 
between 2012 and 2025 were considered. This chronological 
period was chosen because of its proximity to the 
preparation of the EU GDPR regulation, which was adopted 
on April 14, 2016, and became law on May 25, 2018. Credible 
data management reports, conference papers, and 
technology journals were prioritized based on their 
relevance to the topic. 

The methodology also involved participating in seminars, 
conferences, and workshops on blockchain. In computer 
science, conference papers and workshops are regarded as 
equally credible as journal publications because they 
undergo thorough peer review. It is common for major 
blockchain advances to be presented at these events before 
appearing in journals. 

III. BLOCKCHAIN TECHNOLOGY IN RECORDS MANAGEMENT 

As a distributed ledger, blockchain technology is 
fundamentally a records management technology [3]. 
Although the technical details of each platform vary 
significantly depending on the specific applications of 
blockchain, the primary purpose of this technology is to 
maintain valid digital documents that are resistant to 
violations of their transaction logs and transparent for 
subsequent review [4]. According to Vigna & Casey (2019) 
[5], the distinctive features of blockchain technology today 
make it a reliable platform for various social, economic, and 
political transactions and interactions. This perspective is 
echoed by Markey-Towler (2018) [6], who argue that 
blockchain is a revolutionary technology for records 
management, as it redistributes power flows and challenges 
the monopoly control of states and other traditional elites 
over public records. 

A key issue in records management literature is the 
reliability of systems in ensuring accountability, especially 
given historical concerns that archives have often been 
shaped to serve dominant political and social interests 

rather than democratic transparency [7]. Therefore, 
guaranteeing archive validity is a critical prerequisite in 
many fields where management systems identify the 
essential infrastructures needed to achieve relevant goals 
[3]. This is vital for all organizations or industries that 
maintain archival records, such as public registers, cadastral 
records, and financial transaction repositories [8]. 

The two main challenges in public and academic debates 
about records' validity focus on their reliability and 
authenticity; two interconnected concepts that often 
overlap with integrity [9]. In the first case, record reliability 
begins with the process of creation, including conditions 
related to the creator and associated functions, as 
recognized by the ISO 15489 records management standard 
[10] and generally accepted ARMA recordkeeping principles 
[11]. According to standard 15489:2016, an accurate record 
is one whose contents can be considered reliable as a 
complete and precise representation of the transactions, 
activities, or events it verifies [10]. Similarly, authenticity 
depends on maintaining the identity and integrity of a record 
from the moment it is created onward [12]. As 
acknowledged by the standards above, ensuring integrity 
involves measures related to access control, user 
verification, fingerprint identification, and documentation 
demonstrating normal operation, routine maintenance, and 
the frequency of updates to recordkeeping information 
systems [10, 13]. 

According to Franks (2020) [14], this technology 
guarantees a reliable recording of data, such as ledgers 
related to transactions, agreements, events, and contracts, 
in an independent and verifiable manner. The digital 
signature in the blockchain is replaced by a series of letters 
and numbers (hash). Once a data set is logged in the ledger, 
altering or moving it becomes almost impossible. Each 
transaction (hash) must match the corresponding history 
log, making the blockchain a highly transparent platform 
[15]. 

The requirements for reliability and authenticity in 
blockchain systems are fulfilled by the following three main 
mechanisms: 

(1) Incentive mechanism: Blockchain technology uses 
economic incentives to encourage honest behavior among 
participants, often through rewards like cryptocurrency 
tokens. These incentives aim to align individual actions with 
the collective goal of maintaining a trustworthy and secure 
system. Because participants understand that following the 
rules is financially beneficial, they tend to act independently 
while still adhering to the expected protocols. However, this 
mechanism faces criticism. Financial rewards can create 
ethical dilemmas, especially if individuals or coordinated 
groups exploit the system for personal gain. For example, so-
called “51% attacks” — where an entity or coalition controls 
most of a network’s computational power — have happened 
in the past, notably against Bitcoin Gold (2018) and 
Ethereum Classic (2019). These attacks show that, while a 
single person likely can't compromise a blockchain from 
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home, well-funded organizations or state actors might be 
able to do so. Therefore, the resilience of blockchain is not 
absolute; it can be vulnerable to targeted manipulation 
depending on available computational resources, financial 
motivation, and intent. Ethereum’s shift from proof-of-work 
to proof-of-stake in September 2022 shows an effort to 
decrease such vulnerabilities and strengthen the system.  

(2) Record creation and keeping mechanism: this 
technology is designed to produce complete, definitive, and 
non-reproducible archival items using special encryption, 
thereby building a breach-resistant chain of proof of actions 
that occur. 

(3) A decentralization mechanism: blockchain functions 
as a peer-to-peer distributed network, where participants 
typically act without the oversight of a central authority but 
instead operate autonomously while remaining coordinated 
through incentivization mechanisms. These incentives—
often financial—raise ethical considerations, as the lack of 
supervision can blur the boundaries of responsible behavior. 
Although autonomy generally makes collusion more 
difficult, blockchain systems are not completely immune to 
coordinated manipulation. For example, a well-known 
vulnerability—the “51% attack”—happens when a single 
entity or a coalition controls the majority of the network’s 
computational power, enabling it to alter the ledger and 
potentially validate fraudulent transactions. This challenges 
the idea that decentralization always guarantees integrity. 
However, under normal network conditions, the distributed 
nature of blockchain provides a solid basis for record validity 
and reduces many types of malicious activity [16, 9].  

Blockchain systems utilize cryptographic file logs, rely on 
consent, and depend on distributive principles to finalize, 
complete, and stabilize records entered into the ledger [9]. 
Bhatia et al. (2020) [17] observed similar results in a recent 
study, which indicates that blockchain technology, when 
properly implemented, is a dependable solution for records 
management. It enables the recording of immutable 
transactions and offers independent control through digital 
documents that cannot be altered. Blockchain technology 
has been suggested as an effective solution for safeguarding 
privacy and security in managing records, transactions, and 
documents across various applications, such as payments, 
healthcare, and infrastructure developed for the Internet of 
Things (IoT) [18]. 

IV. APPLICATION OF BLOCKCHAIN IN RECORDS MANAGEMENT 

The applications of blockchain technology in records 
management are a current research focus for many scholars, 
as this technology is increasingly viewed as a solution to 
recordkeeping issues where a reliable public ledger is 
needed. For example, Lemieux (2016) [3] uses blockchain 
applications in public identification services, title deed 
management, and financial transactions, arguing that this 
new technology can address longstanding problems related 
to information integrity and the reliability of active records. 
Franks (2020) [14], who analyzes case studies of blockchain 

applications in banking, healthcare, public services, and 
payment management, concludes that this technological 
solution aligns well with the fundamental principles of 
record management. At this point, it is important to note 
that blockchain applications, as discussed in more detail 
below, are often examined in relevant research literature in 
connection with “smart contracts” applications, i.e., 
digitized contracts with embedded IFTTT (if-this-then-that) 
code [19]. 

Among various blockchain applications in records 
management, those developed in healthcare stand out [20]. 
A limited but increasing number of studies have focused on 
this topic, highlighting blockchain's potential to improve 
patients' control over sensitive personal and medical data 
[21]. A study by Sunil & Sangamesh (2019) [22] describes 
specific uses of blockchain in healthcare, such as managing 
patients' medical histories, facilitating the pharmaceutical 
supply chain, and handling payments to healthcare 
providers. It argues that integrating blockchain into these 
functions provides important advantages in managing 
archival materials, including enhanced security, reliability, 
accessibility, and universal access. Harshini et al. (2019) [23] 
also introduce a human-centered record management 
model in healthcare using blockchain technology, 
emphasizing the need to implement smart contracts for 
exchanging medical data and increasing security in financial 
transactions between patients and healthcare providers. 

Vaibhav et al. (2020) [24] confirm the previous need, 
arguing that implementing smart contracts in the healthcare 
industry significantly improves record management 
functions (e.g., insurance claims, clinical research, patient 
data security, pharmaceutical supply chain), leading to 
increased accuracy. Similarly, Sadiku et al. (2018) [25] 
contend that blockchain technology in health services is the 
right solution to enhance the quality of care provided to 
patients. Noh et al. (2017) [26] share similar findings, stating 
that blockchain platforms support the modern patient-
centered healthcare approach. Specific blockchain 
applications in these functions are also documented in the 
literature. For example, Azaria et al. (2016) [27] analyzed the 
operation of MedRec, a new decentralized system for 
managing electronic patient records. This system gives 
patients access to a complete and unchangeable log of their 
records, while providers and healthcare organizations also 
have access. However, such shared access raises important 
ethical and legal concerns. For instance, insurance 
companies might use clinical data—such as a diabetes 
diagnosis—to enforce exclusion clauses or to increase 
premiums for related conditions like cardiovascular disease. 
This raises a critical question: is the sharing of clinical 
information truly in the patient’s best interest, or does it 
mainly benefit insurers aiming to reduce financial risks? 

Similarly, Medicalchain is another modern platform 
developed in the UK that uses encryption features 
(MedTokens) to handle payments and compensation in 
health services [28].  
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In addition to applications in healthcare, blockchain 
technology provides significant benefits in records 
management for public services [29]. For example, a study 
by Tasnim et al. (2018) [30] details a criminal record 
management platform designed to ensure maximum 
integrity and security of the data. By providing full access to 
authorities (law enforcement agencies and courts) and other 
users (e.g., airports, visa centers, police), this platform 
enhances capabilities for managing public criminal records, 
enabling prompt law enforcement and reducing the risk of 
corruption or breaches of criminal records in an 
environment of increased accountability.  

The Vermont Digital Services (2019) [31] developed a 
blockchain platform for recording and managing land titles, 
which integrates previous electronic applications and allows 
responsible public bodies to control related transactions 
(e.g., sales, land repurposing), ensuring the reliability of 
active records. Similarly, a recent study by Thakur et al. 
(2020) [32] discusses the use of SAID technology to manage 
land ownership records in India, aiming to modernize the 
existing system by digitally connecting previously isolated 
services and improving the quality of property registration 
and transfer services. Comparable property management 
platforms are described both in the study by Lazuashvili et 
al. (2019) [33], focusing on the State of Georgia, and in a 
survey by Ramya et al. (2018) [34], covering Southeast Asian 
countries.  

The potential of blockchain technology has been explored 
in other applications related to public administration, 
quality, and efficiency of public services, such as those 
related to handling and managing public certification 
documents (e.g., births and deaths), which can be made 
accessible to interested parties with the necessary security 
clearance [35]. Similar services have also been developed to 
record citizens' identities, property ownership, or migration 
flow data [36]. A study by Hyvärinen et al. (2017) [37] 
examines the application of blockchain technology to 
combat financial fraud or fraudulent waste of resources in 
public services, while another study by Elisa et al. (2018) [38] 
refers to respective applications offered by blockchain in 
identification services involving several governments, public 
and private entities.  

Another area where blockchain technology and record 
management intersect is in finance, where suitable 
platforms can be used for activities such as transaction 
settlements, payments, and insurance claims [39, 40, 41], as 
well as in registration services (e.g., cadastre, civil register, 
tax register) [42, 43]. Recently, this new technology has 
become especially important in copyright registration 
services, where proving patent ownership and establishing 
registration priority are costly procedures for all parties 
involved [44]. Other applications can improve the 
effectiveness of e-voting services by securing them through 
data encryption functions [45], as well as record 
management related to donations and sponsorships to non-
profit organizations [46]. 

V. BLOCKCHAIN IN OTHER INDUSTRIES 

Blockchain technology is directly used in supply chain 
management, helping to track products and enabling 
reliable process launches [47]. Shipping goods is another 
industry that benefits from improved records management 
by increasing transparency and security in maritime 
transport and related transactions [48]. Activities at ports 
and terminals (such as archiving and cargo availability 
information), customs authorities (like customs clearance of 
goods), intermediaries (such as archiving communications 
and transactions), and other bureaucratic procedures 
(including traceability) can see improvements in 
functionality, accuracy, and transparency thanks to these 
technologies [49]. Lastly, blockchain also impacts many 
areas of modern education, especially qualification 
certification services [50]. 

All these applications highlight the new possibilities 
offered by blockchain technology in records management, 
with the fundamental principle of ensuring maximum 
reliability and integrity for them [51].  

VI. THE INCOMPATIBILITY OF BLOCKCHAIN AND GDPR 

However, it becomes clear that adopting legal personal 
data protection measures, such as the implementation of 
the GDPR in the EU, makes these applications problematic. 
The key innovation it introduces in e-government is not 
subject to central management and control functions [52]. 
Built on a peer-to-peer interaction framework, it is based on 
the principle of direct reciprocity between participants, 
allowing these functions to be performed within a single 
system without central mediators or third parties [53]. In 
such a system, transactions are recorded by any involved 
node, forming a chain where data is permanently stored and 
verifiable [21]. Indeed, in this system, all nodes in the 
network can record and control transactions, having direct 
access to the information in the blocks and their respective 
time sequences [54]. 

Blockchain technology is a secure database that uses 
asymmetric, complementary key encryption to protect data 
entered into the information chain [55]. The use of public 
and private keys along with hash functions enables the 
source of a specific message to be verified, ensuring its 
confidentiality, authenticity, and integrity [51].  

Therefore, once validated by the nodes, the data entered 
cannot be altered or deleted, as it is recorded permanently. 
These features have historically conflicted with GDPR 
regulations, especially regarding the rights to rectification 
and erasure. However, recent advancements have proposed 
possible solutions. For example, the European Data 
Protection Board’s Guidelines 02/2025 highlight key 
compliance considerations for blockchain-based data 
processing, focusing on GDPR-compatible planning and 
accountability measures [56]. Moreover, technological 
innovations like chameleon hash functions have been 
introduced to allow data modification without 
compromising blockchain integrity, thereby supporting 
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GDPR’s "right to be forgotten" [57]. Recent projects such as 
Olympus also investigate GDPR-compliant blockchain 
architectures using off-chain data storage and on-chain 
cryptographic verification, demonstrating that managing 
personal data under regulatory requirements is feasible. [58] 
These developments show a growing alignment between 
blockchain technology and data protection laws, indicating 
that practical legal and technical frameworks are starting to 
emerge.  

The current regulatory framework was established 
between 2010 and 2014, and as a result, it does not account 
for emerging technologies such as blockchain, the Internet 
of Things (IoT), Artificial Intelligence (AI), or Smart Contracts 
[59]. Beyond this time limitation, skepticism among 
legislators has also arisen from the disruptive and 
decentralized nature of blockchain, which challenges 
traditional legal ideas of accountability, data ownership, and 
enforcement. Concerns about the opacity of consensus 
mechanisms, the potential for illegal use (e.g., money 
laundering or tax evasion), and the technical complexity of 
auditing distributed systems all contribute to hesitancy in 
adopting blockchain technology at the legislative level. 
Additionally, countries such as the United Kingdom and the 
United States have adopted data protection frameworks 
that reflect many of the GDPR’s core principles, reinforcing a 
cautious regulatory approach toward blockchain 
implementations that could bypass centralized governance 
structures.  

Indeed, in recent years, there has been intense research 
interest at both academic and practical levels regarding the 
relationship between blockchain and the GDPR, with their 
incompatibility attributed to two main reasons, as noted by 
a recent study conducted on behalf of the European 
Parliament [60]. The first reason concerns the fact that the 
GDPR is based on the premise that for each piece of personal 
data, there is at least one natural or legal person—the data 
controller—whom data subjects can approach to protect 
their rights under relevant EU data protection laws. In 
contrast, blockchain seeks information decentralization by 
replacing the central administrator with a network of 
different involved parties, making accountability for data use 
unclear. The second reason is that the GDPR enshrines the 
principle that personal data must be modifiable or erasable 
when necessary, as outlined in Article 16 (Right to 
Rectification) and Article 17 (Right to Erasure) of the 
Regulation [63]. Blockchain's immutability directly 
challenges these rights, creating a fundamental legal and 
functional incompatibility. However, blockchain makes such 
changes intentionally impossible to maintain data integrity 
and trust within the network [60]. 

The issues mentioned above have troubled many scholars 
and researchers, as discussed in the relevant literature. The 
conflict between blockchain and GDPR mainly revolves 
around three key points [61]. First, the "right to be 
forgotten" outlined in Article 17 of the GDPR requires 
entities holding personal data to delete it once the original 
purpose for collecting it has been fulfilled. This principle 

conflicts with one of blockchain's core features, which is the 
permanent storage of data and information entered into the 
network. Yaga et al. (2018) [62] explained that data is 
recorded on the blockchain in a permanent and 
unchangeable way, so removing it is not possible without 
"breaking" the chain. In other words, the architecture of this 
technology, which is based on cryptographic hash functions, 
does not allow modifying or tampering with data without 
disrupting its integrity and consistency [63].  

According to Pizzetti (2017) [64], the immutability of the 
data recorded in this chain directly conflicts with the "right 
to be forgotten" introduced by the GDPR. The 
incompatibility between blockchain technology and data 
privacy is based on three fundamental assumptions. 

(1) Data cannot be modified once inserted into a block, 
which conflicts with the right to delete and correct it 
according to article 17 of GDPR. 

(2) Data is publicly accessible to each participant of the 
blockchain, a function that conflicts with the principles of 
confidentiality, accountability, and the designation of a 
central data processor. 

(3) The data is stored indefinitely, which conflicts with 
GDPR principles related to purpose, necessity, and data 
minimization. 

It becomes clear, then, that an organization that uses 
blockchain technology and chooses to comply with the data 
citizens' right to “be forgotten” faces a fundamental conflict 
with the core operating principles of this technology, 
undermining its credibility and validity [65]. 

The second point of incompatibility between blockchain 
and GDPR, as discussed in the relevant literature, relates to 
the fact that certain features of this technology conflict with 
"privacy by design" outlined in Article 25. Notably, Article 25 
considers data protection as a set of measures that build in 
necessary guarantees of control and compliance with the 
regulation from the beginning when designing a data system 
[66]. Additionally, the inherent nature of blockchain requires 
storing data in the distributed ledger in a transparent and 
unchangeable manner, enabling each user to record a 
transaction and its associated value [67]. In this context, it 
has been argued that the transparent and publicly accessible 
nature of blockchain appears to present legal challenges. 
Under the current GDPR framework, data must be stored in 
a way that ensures, among other things, its confidentiality 
[68]. 

Given that personal data must be kept and processed 
discreetly, it goes without saying that it should only be 
accessible to authorized personnel. Although encryption and 
anonymization technologies can, to some extent, ensure 
compliance with these obligations, it is not yet clear whether 
this suffices to achieve full harmony between blockchain and 
GDPR [69]. A node containing personal data that may be 
visible to the public operates against the principle of 
availability; as such, data may be accessible to unauthorized 
users. Furthermore, if users can be identified from 
transaction data entries stored in a block, this conflicts with 
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the principle of confidentiality [70].  
A foundational study by Biryukov et al. (2014) [71] 

demonstrated that users on the Bitcoin blockchain could be 
deanonymized through the analysis of pseudonymous 
addresses, even when such addresses exceeded 30 
characters. This revelation exposed fundamental 
vulnerabilities in the blockchain’s privacy assurances, 
especially within public, permissionless networks. These 
concerns are magnified in blockchain-based applications 
involving sensitive personal data, such as those in electronic 
health (e-health), where data confidentiality and user 
anonymity are crucial. 

Recent research has reaffirmed and expanded on these 
concerns. Studies conducted as recently as 2023 continue to 
show that user identification through network-layer analysis 
remains feasible, indicating that the issue persists despite 
increased awareness and technical countermeasures. In 
response, new privacy-preserving frameworks have been 
proposed to protect sensitive information in healthcare 
systems.  

For example, Alabdulatif et al. (2025) [73] introduced a 
blockchain-based authentication model using Ethereum 
smart contracts, blind signatures, and Proof of Authority 
(PoA) consensus to enhance the privacy, scalability, and 
efficiency of e-health systems. Likewise, other models 
incorporating self-sovereign identity (SSI), decentralized 
identifiers (DIDs), and attribute-based encryption (ABE) have 
been developed to enable granular, content-based access to 
encrypted medical data stored off-chain in decentralized file 
systems. These advancements highlight a growing focus on 
balancing blockchain's transparency with the strict privacy 
requirements imposed by data protection laws such as the 
GDPR. 

The third point of incompatibility, which is the research 
focus of this review, concerns the distribution of data 
processing responsibility [74]. As Humbeeck (2019) [75] 
states, the fundamental principle of having a recognizable 
central entity that is legally responsible for data 
processing—embedded in the GDPR—and the core feature 
of blockchain technology that addresses this need are two 
conflicting perspectives that raise both legal and practical 
concerns. The decentralized nature of blockchain decision-
making and data processing challenges the obligations 
placed on legal entities or individual persons by the current 
regulatory framework [76]. 

Indeed, the GDPR emphasizes data controllers as the main 
entities responsible for performing specific tasks and holding 
responsibilities for implementing necessary technical and 
organizational measures to protect personal data. However, 
the decentralized nature of blockchain makes it nearly 
impossible to identify who is accountable for these 
obligations under the GDPR. The core of this incompatibility 
mainly relates to how data should be protected [77]. In other 
words, the European legislature assumes that, in case of 
security breaches, regulatory authorities should hold a 
public or private entity accountable. Conversely, the very 

nature of blockchain removes the need for a "trusted third 
party," as trust is built collectively and there is no central 
authority managing the system responsible for storing and 
processing data [61]. 

The nodes participating in the blockchain's distributed 
ledger do not and cannot have full control over the functions 
within the system. In this context, the data controller 
defined by law is replaced by the blockchain's architecture 
and cryptographic functions [78]. While these may be more 
reliable for achieving secure and comprehensive data 
management than a legal or natural person, as required by 
the GDPR, they are practically difficult to hold accountable. 
Therefore, under this technological design, it is extremely 
challenging to identify the responsible "controller" under 
Article 4 of the Regulation [80], raising ethical concerns 
alongside legal ones. Given the limited influence of 
individual nodes, it would be unfair or even impossible to 
impose the GDPR obligations on data controllers [70], 
especially since most blockchain developers view hashing 
and anonymity as "impervious" doctrines of this technology 
[80].80]. 

VII. PROPOSALS 

Reviewing academic literature shows ongoing conflicts 
between blockchain technology and the GDPR, especially 
regarding data erasure, accountability, and control. 
However, recent research is increasingly focused on solving 
these issues through legal and technological solutions. As 
mentioned earlier, efforts to make blockchain compatible 
with the GDPR include designating a legal entity—such as a 
Trusted Third Party (TTP)—to act as a data controller within 
the network [81]. This entity would be responsible for 
verifying the accuracy of personal data and ensuring GDPR 
compliance [82]. 

One area of research supports redesigning or adapting 
blockchain systems to better meet legal requirements, 
particularly concerning the right to be forgotten. Pollicino 
and De Gregorio (2017) [83] advocate for a compromise-
based approach, while Dorri et al. (2019) [84] highlight that 
any data deletion process must preserve the integrity of the 
blockchain’s structure. In this context, the concept of 
redactable blockchains—initially introduced by Ateniese et 
al. (2017) [85] using chameleon hash functions—has gained 
popularity. This enables selective data modification without 
compromising the cryptographic integrity of the chain. 

Recent developments have tested different variations of 
this idea. For instance, Vukolić et al. (2024) [86] introduced 
updated chameleon hash functions to create GDPR-
compliant blockchain designs while reducing the risk of 
misuse. Similarly, Olympus, a 2024 project by Ferrer et al. 
[87], uses hybrid off-chain storage with on-chain 
cryptographic proofs, enabling data to be erased from the 
system while maintaining blockchain auditability and 
integrity. 

Legal scholars such as Pagallo et al. (2018) [88] have 
recognized that although these systems technically enable 
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data removal, implementation challenges still exist, 
especially if the redesign is attempted after a blockchain 
network is already in use [89]. Additionally, the continued 
existence of old copies of the blockchain remains an issue, 
even with architectures that can be modified [90]. 

To bypass on-chain limitations, a common design pattern 
involves storing personal data off-chain, with only the 
cryptographic hashes kept on-chain. Herian (2018) [76] 
endorses this approach as a GDPR-compliant strategy, and it 
is reflected in technical models by Bourka & Drogkaris (2018) 
[91] and Rieger et al. (2019) [2]. However, this also depends 
on a TTP, which some argue diminishes the decentralized 
nature of blockchain [89]. 

Addressing this concern, Eberhardt & Tai (2017) [92] and 
recently Ferrer et al. (2024) [87] proposed privacy-
preserving off-chain architectures using zero-knowledge 
proofs, attribute-based encryption, and self-sovereign 
identity wallets, which minimize central control while 
improving compliance. These developments represent a 
merging of blockchain innovation with evolving data 
protection frameworks, showing that legal and technical 
interoperability is becoming more achievable.able. 

VIII. CONCLUSIONS 

The interaction between blockchain technology and the 
General Data Protection Regulation (GDPR) continues to 
present major challenges, especially regarding the storage 
and handling of personal data. While off-chain storage 
provides a possible solution by keeping personal data 
outside the immutable blockchain ledger, storing hash 
values on-chain that reference this data raises questions 
about whether these hashes qualify as personal data under 
GDPR. Currently, there is no clear consensus on this issue, 
leading to ongoing legal uncertainties [93, 94]. 

Recent advancements aim to bridge this gap. For example, 
the Olympus project showcases a GDPR-compliant 
blockchain system that uses off-chain storage for personal 
data while preserving on-chain cryptographic proofs to 
ensure data integrity and auditability [87]. This method 
aligns with the European Data Protection Board’s latest 
recommendations [95], which offer guidance on personal 
data processing with blockchain, indicating that hybrid 
architectures present promising compliance solutions. 

Furthermore, innovative frameworks like "Blockchain-
enabled Trustworthy Federated Unlearning" have been 
introduced to fulfill the “right to be forgotten” in AI-
integrated blockchain systems, allowing verifiable removal 
of user data contributions without compromising audit trails 
[96]. Such techniques provide a flexible way to enforce data 
subject rights even in decentralized settings. 

In light of these developments, this paper proposes a 
mechanism that guarantees the right to be forgotten for 
data stored on-chain. The proposed system would use a 
hybrid approach, combining off-chain storage for personal 
data with on-chain references, and would include features 
to automatically assign and manage data controllers and 

processors. This design aims to uphold data protection 
principles while taking advantage of blockchain’s inherent 
benefits, thereby supporting the development of legally 
compliant and technologically strong data management 
systems. 
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